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Abstract
The Internet has been in existence for over 40 years now and the term “Internet-of-Things” (IoT)
has been in use since large scale adoption of RFID began a decade ago.
The Internet of Things (IoT) is defined in many different ways, and it encompasses many aspects
of life from connected homes and cities to connected cars and roads, roads to devices that track an
individual’s behavior and use the data collected for push services.
IoT enables things to communicate about themselves and their environment with other things and
computers and allow them to participate in business processes and everyday lives of human beings.
Due to internet of things hospitals are shifting to remote self-monitoring for patients. Due to selfmonitoring it gives the patient greater freedom and independence for their health and free the
equipment for emergency purposes for patients.
IoT is a new revolution of the Internet and can be said the expansion of internet services. It provides
a platform for communication between objects where objects can organize and manage themselves.
By examining current technology research and by exploring future application scenarios for the
Internet of Things, this paper will highlight its potentially enormous benefits.

Internet-of-Things – Combining Ubiquity, Cloud, Analytics and more
A tree can tweet for help when an illegal logger approaches. A pillbox can text the chemist for a
refill. A phone can become a fitness monitor. The Internet-of-Things (IoT) is here: the internet has
become the communication backbone connecting the virtual world of computing devices with the
physical world comprising real-world entities and things.
The Internet has been in existence for over 40 years now and the term “Internet-of-Things” (IoT)
has been in use since large scale adoption of RFID began a decade ago. Estimates indicate that
some 12 billion devices are already connected to the internet. This figure is expected to rise to
almost 50 billion by 2020. A recent McKinsey study reveals that linking the physical and digital
worlds could generate anywhere from $4 trillion to $11.1 trillion a year in economic value by 2025.
Here are some key factors creating this new excitement about IoT.
1.

Sensors: Today there are low cost but highly capable sensors driven by development of new
sensing technologies; there are newer kinds of materials; and the costs of semiconductors
for computing and communication are falling. One can sense and observe diverse realworld phenomena at costs that are highly affordable.

2.

Communications: Advancement in communication technology today allows sensors
to connect to the Internet using various kinds of wired and wireless communication
technologies and network protocols.

3.

Tools: Information mining is better. An array of tools, platforms and analysis techniques can
process large amounts of sensor data and present meaningful insights, recommendations
and control actions to end users.

4.

Devices: There are some innovative devices through which one can send data and receive
insights: it could be a mobile phone, a tablet on the fridge, a car or a computer. The
connection between things and humans has thus been established via sensors and devices.
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Yes, “ubiquitous computing” does allow seamless integration with the physical world and the
environment: many, many tiny devices connect with and monitor machines, physical object and
humans. IoT takes it a step further: it enables things to communicate about themselves and their
environment with other things and computers and allow them to participate in business processes
and everyday lives of human beings. Ubiquitous computing enabled delivery of highly context
aware services to individuals. And there is the power of other transformational technologies such as
the power of cloud computing, big data analytics, artificial intelligence and robotics.
Consumers are getting hooked on IoT; some governments are experimenting with IoT to give
citizens intelligent services. Is your business ready for IT? How can you leverage this technology,
complex and disruptive as it is? This paper examines the key technology pieces and use cases for
every industry. It also alerts you about the showstoppers you have to contend with and the new areas
under research.

Key Internet-of-Things Concepts
Before discussing the potential of IoT, here are some terms and concepts as used in the industry in
relation to Internet-of-Things.
Internet-of-Things (IoT): Internet-of-Things is a network of uniquely addressable and
interconnected physical objects having embedded sensors, actuators and data communication
capabilities using standard communication protocols. The network could optionally be the Internet.
Machine-to-Machine (M2M): M2M refers to automatic data transmission between devices with
no human in the path. M2M is a term commonly used by communication service providers to refer
to services provided by them that are not consumed by human subscribers directly such as mobile
telephony (P2P or Person to Person).
The difference between IoT and M2M is that in IoT, the focus is on physical object or real-world
entity, whereas in M2M focus is on the device.
Sensor Web: Sensor Web refers to the use of standard WWW protocols for integrating and accessing
sensors and devices. This term has been in use in academic research community and in the geospatial technology community for long. Devices, sensor observations and sensor related resources
are viewed as web resources – no different from any other web resource. We can see that Sensor
Web is a special case of the IoT.
Industrial Internet: Industrial Internet refers to continuous monitoring and data acquisition from
large industrial equipment, machines, facilities and other high value assets followed by big data
analytics and delivery of actionable intelligence and visualization to human operators. The focus is
clearly on large industrial equipment as opposed to common everyday objects or consumer devices.
Cyber Physical Systems (CPS): As defined by the National Science Foundation of USA - “Cyberphysical systems are engineered systems that are built from and depend upon the synergy of
computational and physical components”. In CPS the focus is clearly on control systems comprising
of a network of computational elements that in turn interact with and control physical processes.
The control loop affects the physical process which in turn affects the computations. CPS has been
a subject of academic research for over a decade.
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Internet-of-Everything (IoE): This involves the unification of Machine to Machine (M2M)
communication, Person to Machine (P2M) and traditional Person to Person (P2P) communication.
The idea here is achieving universal connectivity of people, processes, data and things.

Internet-of-Things Technology Stack

Figure 1: IoT technology stack
A complex network of distributed sensors, network elements and computing hardware and software
constitutes the IoT technology stack.

Level 1: Physical
At the bottom of the stack are the tiny sensors that can be attached (carried, worn or embedded) to
machines, home appliances, personal use devices, cars, buildings and infrastructure.
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The smart phone too comes with a host of sensors that can capture multi-modal information from
the immediate surroundings. These include microphone, camera and other sensors such as GPS,
accelerometer, compass etc.

Level 2: The Gateway:
Smart objects with embedded sensors and actuators use wireless or wired communication
infrastructure to connect with each other or with the Internet. Common wireless technologies in use
include the 802.11 family of WLAN, ZigBee mesh networks using the underlying 802.15.4 radio
and Bluetooth. Often resource constrained devices and sensor nodes connect to gateway device
which in turn connects it to the Internet or other WANs. In addition to providing connectivity,
the gateway can also be used to process sensor data locally at the edge of the network close to the
source of data.

Level 3: Infrastructure Platform:
The IoT stack also in most cases includes a cloud hosted platform that provides data management,
device management and analytics capabilities. These services are horizontal in nature applicable
to all business domains and all types of IoT applications. These services are exposed in the form of
APIs that are consumed by vertical specific services and applications. The platform enables every
device, sensor and sensor observation to be accessed as a web resource accessible using standard
internet protocols – thereby abstracting the low level networks and plumbing required to access
sensor data. In the platform, data from devices is aggregated on massively scalable cloud based
server farms and Big Data analytics can be used to derive actionable intelligence from both stored
data as well as live streaming sensor feeds.

Level 4: Business Applications
For a utility, the application will probably crunch smart meter data and let the subscriber understand
peak times when he can use power at subsidized rates. Or for an insurance company, it will send
out an alert if sugar or pressure levels shoot up as per the health monitor their customer is using.
The end-user sees nothing of the complex layers in IoT but only sees the output intended for them
from level 5 application.

IoT – Enabling Digital Transformation
The world is undergoing a digital transformation, where organizations are redefining their products,
services, business models and how they engage with their customers. This transformation is
being driven by innovative use of mobile, cloud, social media, big data analytics, AI and robotics
technologies. IoT adds in yet another dimension by enabling digitization of physical objects and
observing real world phenomena.
IoT is catalyzing this digital transformation by bringing in three fundamental capabilities –Visibility,
Insights and Control capabilities.
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Visibility – Sensors embedded in real world objects and personal use devices coupled with data
communication capability allow us to capture state and context information in real time. One can
monitor the state of machines, vehicles, appliances, objects etc. as they are being used as well as
the manner in which they are being used. One can monitor actions and activities of human being
as well. One everyday example of this is the close circuit TV camera (CCTV). A recent and
exciting innovation in the consumer space is the “Google” Glass. Some other real world application
of vision sensors are in the space of healthcare where surgeons use devices equipped with vision
sensors (cameras) for diagnostic and corrective surgeries.
Insights – There can be great insights in terms of granularity and breadth from aggregation,
correlation and fusion of data from different sensors and different objects. Additionally these
insights come in real time. One can get situational awareness at both individual and aggregate level.
Further, analytics on stored historical sensor observation data gives a deep understanding of real
world phenomena, business processes and behavior of men and machines. System and statistical
models of systems and phenomena can be built. Accurate estimates of un-observable states and
predict future states based on past and present observations can be arrived at. Simulation studies
on estimated models allow “What-If” analysis to be carried out with reasonable accuracy. For
instance, utility companies are able to collate power usage data, and with additional granularity on
usage available through smart devices, provide insights of this usage data to their enterprise and
private consumers. Utilities analyze this data not just to understand usage patterns but also predict
demand and perform a “what-if” analysis. On the supply side, sensor data from across the power
generation and transmission network can be analyzed, to predict availability.
Control – Actuators embedded in things and machines can be commanded to effect changes in
behavior and the environment. This is in fact similar to closing the loop in a feedback control
system. IoT therefore enables optimization of execution of business and operational processes,
optimization of resource consumption, improving quality of products and delivery of mass
customized products, services and information to targeted customers. While instrumentation and
automatic control systems has been used by process and manufacturing industries for decades,
IoT will make automatic control much more pervasive. For example, continuously monitor the
Electronic Control Units (ECUs) in your car, collect diagnostic data, process the same in a cloud
and receive targeted information or automatically update the ECU software.
Industry

Utilities
(Energy,
Water, Gas)

Offering

Sensor /
Devices

Real-time
Energy /
collection of
Water / Gas
usage data,
Meters
demand-supply
prediction, load
balancing &
dynamic tariff
control.

Analytics
Historical
usage
analysis,
usage
prediction,
demandsupply
prediction

UI
On any
internet,
connected
device

Outcome
Consumers
connected to
these smart
networks
have showed
significant
cost &
resource
savings.
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Industry

Offering

Sensor /
Devices

Remote
SCADA /
Monitoring and PLCS
Diagnostics
Controllers
/ Gateways
Automation of
production line Cameras
IoT devices
Equipment
mounted on
handling and
assets
diagnostics
Manufacturing through sensors IoT devices
located on the embedded
production
in machines
floor

Analytics
Anomaly
detection in
equipment
usage and
functioning
Predictive
Maintenance
Automatic
quality
monitoring
in production
line

UI
Mainly on
central consoles
Can connect
to experts on
their mobile
terminals for
remote consultation

Healthcare

Insurance

Connected
Chronic
Disease
Management
Elderly care
/ Aging
independently
Wellness
/ Fitness
programs
Collection of
user data (like
condition of
Home devices
for Home
Insurance,
Driving
habit for Car
Insurance)
Predicting
property
damage
Remote
inspection and
assessment of
damage and
accidents
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Reduced
field support
costs, lower
breakdowns,
improved
operational
efficiency
Scheduling
production
line optimally
Anomaly
detection
and emission
detection

Remote expert
diagnostics in
case of failures

Remote
expert doctor
consultation

Outcome

Improvement
in quality and
lower energy
costs
Wearable
and personal
medicals
devices,
mobile
phones

Anomaly
detection
in recorded
medical data
Historical
correlation

Remote teleconsultation
on medical
super-specialist mobile
terminals with
aid of clinical
decision support systems

Lower cost of
care
Improved
patient
outcomes
Real-time
disease
management
Improved
quality of life
for patients

Different
sensors that
depict the
condition
/ usage of
the insured
entity.

Usage pattern Mobile Apps
detection
- Value-added
usage based
Anomaly
insurance apdetection
plications
Automated
assessments

Creation
of newer
Insurance
models such
as dynamic
premium
pricing based
on condition,
premium
pricing based
on usage etc

Industry

Consumer
Industry
including
Retail

Transportation

Offering

Sensor /
Devices

Exact real-time
knowledge of
the consumer’s
context
(presence,
location,
likes-dislikespreferences
etc.)

Analytics

UI

Outcome

Any sensor
that can
capture enduser and
inventory
context e.g., RFID,
Location
Sensors,
cameras,
Track and
Robots with
Trace of supply sensors,
chain inventory specialized
devices .

Context-aided Suggestions
real-time user and recomprofiling
mendations
from user
Analytics
devices
to extract
context from Target
raw sensor
advertisement
data
on end-users
mobile
Entire
device
gamut of
supply chain
analytics is
enhanced
with realtime data

Helps creation
of novel
value-added
applications
for the
consumer
like alerts
on expiry
dates, avatars
to check
products
virtually etc.

Real Time
Vehicle
Tracking and
optimization
for logistics
and public
transportation
systems

Visualization,
prediction,
optimization
and decision
support
systems for
associated
transportation
systems

Improved
Service Levels

Asset
Management
and Tracking

On-board
vehicle
gateway
devices,
RFID Tags,
Sensors

Real-Time
Alerts to
drivers /
operators,
Dashboard
/ Control
Panels in
Command
and control
centers
Public
displays /
signage

Targeted
advertising

Lower costs
and lower
carbon
footprint

Web based
query and
reports
Table 1: Sector implementation of IoT

Analytics in IoT
Analytics is critical and leading IoT platforms will provide support for analytics. There can be
several analytical methods which can be deployed on data, such as:
Real Time Analytical Processing (RTAP) – This includes Complex Event Processing and Rule
Based processing of sensor data streams – either taken singly or in sets of multiple streams. RTAP is
critical for real-time monitoring, alerting and control. Filtering, aggregation, correlations followed
by simple and complex event detection are typical examples of RTAP.
Batch Processing of Sensor Data – This includes offline data mining, statistical processing,
time series analysis, rule mining, pattern / motif discovery, machine learning model building
etc. on stored historical data. Often Big Data analytics techniques such as Map-Reduce style of
programming may be used. A good example would be where various sources such as sensors,
mobile phones, etc. are being used for ascertaining pollution/noise levels, in a smart city initiative.
It would be imperative to understand the temporal behavior of each of these sources to determine
peak levels of different pollutants.
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Analytics at the Edge vs. Analytics at Core – Real-time and batch processing on data aggregate
from many different sources would be done by a centralized backend datacenter or cloud
infrastructure. However, an application may need the option of offloading some processing / preprocessing / filtering / event detection to the edge of the network at the gateway device close to
the source of data. While acquiring single sensor data streams, one may want to fully utilize the
computing power of the edge device and lower network traffic to the backend. For example, while
using a smart phone as a sensor, one may want some processing done on the phone itself.
Analytics will be totally driven by the industry’s problem specific requirements. Experts from the
industry must select the algorithm, pre and post processing, build analytical models and tune these
in an iterative design process. Non-functional requirements such as performance requirements,
quality of inputs, signal to noise ratios in input data are also extremely important. IoT platforms that
can provide some horizontal or problem agnostic analytics features but also offer problem specific
analytics to be developed, tested and deployed easily will be needed.

Research Directions in IoT
In a technology like IoT, where the potential is immense, and innovation never ceases, there are
areas where research is underway to deal with challenges. Specific areas of research include:
Scalability in networking, storage and computation to handle exponential growth of data volume
from sensors, robustness through adaptivity and autonomy of various aspects including protocols,
device management, service discovery and composition, data reduction techniques, dynamic task
partitioning and scheduling.


Ensuring security of the data-at-flight and data-at-rest without compromising on scalability.



Ensuring preservation of privacy of the user data and properly balancing between privacy
and utility.



Ensuring interoperability among myriad sensor data sources (physical communication
level, network level, data syntax level and data semantics level).



Improving rich analytics and visualization (generic, sensor-specific and domain-specific),
and providing it in real-time, as required.

Figure 2: Major research challenges in IoT
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Looking ahead, more exciting features can be developed with the maturity of some aspects of IoT.
Here are some prospective areas:

1.

Sensor Elements
In addition to standard sensors that use physical and chemical transducers, new sensing
paradigms need to be developed. One emerging area is bionic sensors which convert
physical sensing signals into neuro-signals thereby allowing sensors to directly interface
with human nervous system. Printable sensors that can make a surface to acquire sensing
capabilities are another emerging area of substantial impact. Energy management in
sensors is an area for research as many IoT devices and sensors will be battery powered.
To increase the lifetime of sensors there is a need to develop devices that can power from
ambient energy and communicate over alternate modalities including visible light and
acoustic signals

2.

Network / Middleware elements
In IoT devices there is a need for lightweight yet secure & reliable data compression and
communication in order to save battery life and prevent network congestion. Network
protocols need dynamic adaptation as per changing context. Network protocols also
need to understand the information content of the messages being carried. Based on the
information content and the intended usage of the data, the network layer can dynamically
mask or perturb the data in order to achieve a balance between privacy and utility. Finally,
the network layer also plays a role in achieving highly interoperable sensor networks where
not only the format and structure of messages are standardized but also the semantics of the
sensor and observation data.

3.

Compute elements
We believe that major research effort is needed on development of innovative architecture
of platforms and services for IoT. As we scale to the level of billions of interconnected
sensor nodes traditional architectures including today’s best practices in internet scale
service design and cloud computing will prove to be inadequate. Computing and data
processing has to be distributed to a much larger set of computing device including edge
devices and end user computing nodes. Network protocols and data security techniques
must be suitably design and scaled as well. Similarly, we believe that existing data based and
statistical techniques for data mining, learning and prediction will have to be augmented by
a deep understanding of the underlying domain and physics based models.

The following sections discuss the transformational impact of IoT based solutions in specific
sectors:

IoT in Agriculture
The global agriculture sector is facing myriad challenges including increasing water shortages,
limited availability of lands, difficult to manage costs, while meeting the increasing consumption
needs of a global population that is expected to grow by 70% by 2050. The Internet of Things (IoT)
has the potential of transforming the agriculture sector and enabling farmers to contend with the
enormous challenges they face. For farmers and growers, the Internet of Things has opened up
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extremely productive ways to cultivate soil and raise livestock with the use of cheap, easy-to-install
sensors and an abundance of insightful data they offer. Prospering on this prolific build-up of the
Internet of Things in agriculture, smart farming applications are gaining ground with the promise
to deliver 24/7 visibility into soil and crop health, machinery in use, storage conditions, animal
behavior, and energy consumption level.
BI Intelligence has predicted that IoT device installations in the agriculture world will increase
from 30 million in 2015 to 75 million in 2020, for a compound annual growth rate of 20%.
An IoT based agriculture platform can help create a dynamic on-field IoT network, incorporate
sensor integration to monitor the field conditions, data acquisition and analysis over the cloud
and actuation on the field based on the intelligence gleaned through data analysis. It can also help
harness external data sources like weather feeds and satellite data for the farmer. OnFarm, which
makes a connected farm IoT platform, expects the average farm to generate an average of 4.1
million data points per day in 2050, up from 190,000 in 2014.
The IoT platform can define a Decision Support System (DSS) for the whole farm with the
objective of optimizing field-level management and resources while taking into farmer-level and
environmental constraints.
The platform should support aggregation of structured or unstructured data and has a complete data
management module complemented with predictive/big data analytics functionality, besides smart
push notifications and support for intelligent information gateways.
The integrated IoT agriculture platform should incorporate the following core functionalities:
1.

Acquisition: Based on IoT, UAVs (Drones), Remote Sensing, Images, Voice

2.

Analysis: Machine learning algorithms, data analytics and real time data processing

3.

Advisory: Direct on-field or supply chain operations based on intelligence gathered through
data analytics

4.

Actuation: Actuating various on-field machinery based on data analytics intelligence
Features

Components

Farm

Farm data Acquisition (Using Crowd Sourcing, Sensors, Drones &
Satellites)

Farm Management

Farm Digitization, Agro Advisory, Crop Protocol, Traceability and
Certification
Data Profiling & Quality Management

Farm Analytics

Farm Insights (Disease / Pest Prediction, Weather Forecast and supply chain optimization)

Farm Linkages

Backward & Forward linkages

Farm Visualization

Spatial & Temporal Reports & Dashboards
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The following table highlights the value proposition of the Agriculture Platform for key stakeholders
of the agriculture sector:
Farmers

Agro-chemicals,
Seed manufacturers
and Agro-credit
companies

•

Markets & Constraints Driven Yield Optimization

•

Crop Loss Minimization through predictive decision making

•

Optimization of the timing and amount of inputs (seed, fertilizer, pesticides, irrigation)

•

Visualization of precise impact of different nutrient levels on
both fertility levels & cost

•

Access to Agro Inputs at better rates
• Demand Forecast and Production Planning
• Grow existing services and Introduce new Services
• Optimize & increase the efficiency of field agents stewardship
• “Grass roots” level Data Driven Decision Making

IoT in Water Management
Water is a vital resource for life, and its management is a key issue nowadays. Water management
can be defined as the activity of planning, developing, distributing and managing the optimum use
of water resources.
It assumed that by 2025, an estimated 1.8 billion people will live in areas plagued by water scarcity,
with two-thirds of the world’s population living in water-stressed regions. 1 in 9 people worldwide
is unable to get safe and clean water.
Cities usually source water from rivers, lakes, and ground water reservoirs. From these water
sources, the water is pumped (from pump houses) into treatment plants through pipes. Water
is cleaned at the treatment plant and from there it is piped into reservoirs. The reservoir is the
storehouse for the treated water. Water is pumped from these reservoirs to the overhead tanks spread
across the city. The water then gets distributed to houses and factories through a network of pipes
working on gravitational force. In some cases, the water is directly supplied from the reservoirs to
the houses.
IoT enabled water management solution should ensure that the right amount of water is present in
the reservoirs or overhead tanks at minimum cost of operation to the pump houses. To begin with,
level sensors are deployed in reservoir and overhead tanks. Level sensors are devices that ascertain
the level of water or any liquid in a container, and communicate this reading to a central server. These
level sensors will be sending information about the water levels at the reservoirs and the overhead
tanks on a periodic basis. By knowing the level of water, it is possible to calculate the volume of
water present in the tanks and reservoirs. The next part would be to determine the demand of
water a city would require for the next day. City authorities can calculate this by using predictive
analytics. Predictive analytics can forecast the water requirement for a city based on historical
consumption, as well as, taking into consideration the weather, holidays, events, etc. Lastly, the
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solution also factors in maintenance schedules or shutdown of the pumps through optimization
techniques. The goal of the optimization technique is to ensure that the water is supplied by the
pumps to the overhead tanks and the reservoirs to meet the city’s water demand, while keeping the
energy costs lowest by factoring the capacity of pumps at various times.
Smart water management can help utilities manage pressure, detect leaks, reduce water
consumption, mitigate sewer overflow, and better manage their water infrastructure, assets and
operations. Advanced data management, visualization, correlation and collaboration technologies
to transform the vast amounts of disparate data received from various devices (including metering
systems), assets, systems and stakeholders into actionable information that can guide executive and
operational decision-making. An Intelligent water management platform can enhance infrastructure
visibility to deliver an advanced level of situational awareness, event and incident management,
informed decision-making and collaboration among stakeholders.
Some key features of IoT enabled Water Management are:


Intelligent operations which provide extensive visibility and situational awareness spanning
water and wastewater operations. This helps improve decision-making, enhance efficiency
and reduce risk.



Water efficiency analytics, which helps mitigate non-revenue water through pressure
optimization and pipe failure prediction.



Data from smart meters presents opportunities for recapturing revenue and detecting fraud.



Insights from big data and smart devices help operators improve irrigation, flood
management and sewer overflows.



Flexible deployment options.

IoT in Medical Devices
With the increase in number of sensors used by Medical Devices, we will soon be analyzing data
from multiple sensors on patients’ body or data from medical devices connected to these patients.
We call these connected sensors - Internet of Things for Medical Devices (IoT-MD).
Increasing incidence of chronic diseases and need to control health care costs of aging populations,
connected health technologies are becoming increasingly important. The connected health solution
can also be used to monitor lifestyle diseases such as hypertension, diabetics and asthma which
need continuous monitoring. It is estimated that IoT in medical devices will potentially add $285
billion worth of economic value add to healthcare providers alone, by 2020.
IoT-MD simulates environment where patient’s vital parameters are getting transmitted by medical
devices via a gateway on to internet where it is stored, aggregated and analyzed. Connected medical
devices and associated IoT technologies will be primarily used to achieve the following capabilities:


Get real-time visibility of the condition of the patient, about his/ her activities, context and
physiological parameters.



Monitor the level of compliance to prescribed treatment, diet and exercise regimes in real
time.
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Provide feedback and cues to the patients, family members, doctors and care givers in order
to implement corrective action.



Leverage High Performance Computing for real-time feedback and use Evidence Based
Medicine for better patient outcomes.

The following are applications of IoT in medical devices:
1.

Remote Monitoring of Patients: Patients vital parameters, dialysis machine’s monitoring
and patient profile are captured and relayed on to the cloud. Patient can move from facility
to facility or use portable / home dialysis machine. Data gathered is analyzed for patient’s
outcome and stored for future. Caregivers can monitor the patient from any location and
based on the alert / alarm setting for the specific patient can respond appropriately. Timely
help in real-time monitoring can improve patient’s response as well as improve patient’s
quality of life.

2.

Patient Specific Artificial Pancreas: Type 1 and Type 2 patients will benefit from this. For
Type 1 diabetic patients, artificial pancreas can be monitored for CGM as well as patient’s
response to the insulin delivery. This information over a large population (clinic, hospital or
country) can be a huge repository of knowledge that can be leveraged for future treatment
for similar patients. This Evidence Based Medicine can improve patient outcome as well as
help in advancing science to further improve patient care.

3.

Connected Solution on IoT-MD: This concept extends to connecting devices that are
continua compliant or with proprietary interface. Aggregating data from multiple sensors /
medical devices to make or help make informed decision in timely fashion is critical. This
approach helps to get attention from right level of care giver. Patient as well as devices can
be remotely monitored; caregivers can access data from anywhere, at any time.

Recent advances in sensor, internet, cloud, mobility and big data technologies have made affordable
medical devices and connected health programs making IoT-MD a reality.

IoT in Healthcare
Across the globe, healthcare costs are growing rapidly and so is healthcare spend. The cost of care
is increasing due to an aging population, rise in chronic conditions and demands from patients
who are becoming more aware of their health. This is key to bring in the needed disruption in the
industry, where innovation can play a key role of moving the point of care from hospital or the
physician’s office to where the care is needed.
The ability to provide a platform that allows for capture of information at any point in time, collation
and analysis of this information and the ability to share it with the various stake holders will provide
the opportunity to create a “Connected” environment. Internet of things (IoT) is the platform that
will enable this connectivity and the creation of a “Connected Healthcare” environment. The global
Internet of Things (IoT) healthcare market is estimated to grow from USD 32.4 Billion in 2015 to
USD 163.2 Billion by 2020, at a CAGR of 38.1 % during the forecast period.
The advent of technology has supported this trend by introducing numerous devices which can aid
in the measurement and tracking of health parameters like Blood Pressure Monitor, Blood Glucose
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Monitor, Weighing scale, Thermometer, Pulse Oxymeter, Body Composition Analyser, Home
Electro Cardiogram, Pedometer, Wrist bands measuring multifarious parameters and so on. IoT
enables effective communication effectively and seamlessly across all these numerous devices. IoT
is aimed at providing the platform to bring together People (Patients, Caregivers, and Clinicians),
Data (Patient/Member Data), Process (Care Delivery, Wellness) and Things (Fitness and Medical
Devices and Mobile Apps).
The following figure illustrates the enablement of the confluence of Data, Devices, People and
Processes.

Figure 3: Enabling the confluence of Data, Devices, People & Processes
Some of the applications of IoT in transforming healthcare are elaborated below:

1.

Chronic Disease Management

Though there are several definitions of chronic condition, it is generally characterized as any
condition that requires ongoing adjustments and continuous interactions by the affected person
with the healthcare system. Chronic care has many shortcomings, the significant of which is being
reactive (reacting when a patient is sick), and there is an urging need to transform it to be proactive
(keeping the patient healthy). This requires the ability to continuously monitor patient data and
enable intervention as and when appropriate. IoT bridges this gap through the use of devices that
monitor a patient’s physiological conditions (such as blood pressure for hypertensive patients, blood
glucose levels and weight for diabetics and so on).The periodic data sent in by these devices could
be used to perform several analytics. For example the nurse monitoring a group of 100 hypertensive
patients could set a condition which could trigger an alert when the systolic / diastolic pressure of
any patient in the group goes beyond or below a threshold level. The physician can also get useful
information as to what intervention has resulted in the maximum benefits for a certain type of
patients, thus supporting ‘evidence-based care’.
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2.

Remote Clinical Monitoring and Assisted Living

Currently healthcare is event driven and is quite detached, especially for patients who have to follow
a regime, but have no avenue to be tracked or validated till the next time they meet a physician
or a health coach. Centralized monitoring of patients remotely has been a clear winner in such
cases and is fast emerging as a trend. Remote monitoring members of assisted living communities
and geriatric care settings have successfully demonstrated results such as cost savings, decreasing
member move-out rates and increase staff productivity. IoT brings the ability to remotely monitor
the care being delivered to such patients and members and make constant course correction as
needed. The much needed speed due to automation and elimination of manual processes and the
associated errors have collectively made Remote Monitoring an attractive option to providers.

3.

Wellness and Preventive Care

We have been witnessing a surge in the number of hale and healthy people who have taken their
health and wellness into their hands. For example, people who are athletic, regardless of their age,
may want to record, track and monitor their data related to activities such as running, walking
and swimming. The advent of IoT, necessarily as wearable technology, has highly supported this
emerging trend. A person in the habit of running, may wear on his wrist, around the arms, or just
carry in his pockets, a device that is capable of measuring the distance he runs, the time he spends
running, the calories he burns by running or even analyses imbalance in his stride or running
posture. For that matter, a subset of these parameters can even be measured by a mobile application,
which brings smartphones too into the purview of IoT. Such continuous availability of data allows
the user to analyse and correlate many parameters, such as links between his moods on the days he
ran for a considerable time.

Conclusion
Just as the internet has transformed businesses and lifestyles in the last twenty years, IoT will
disrupt an organization’s connect with its stakeholders. While it is complex, and poses some risks
and is still evolving, many pioneers have started adopting IoT. Understanding the technology, and
leveraging it for your organization, even in a simple way, can help you innovate, create customer
delight and stay ahead of competition.
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Abstract
Concept of Financial Inclusion is seen to have reached a wider dimension by extending itself beyond
banks to payment banks or payment apps covering entire ecosystem- savings, insurance and credit
facilities. World Bank estimated around 2 billion people do not even have a bank account in 2014 in
the World. [1] During that time, amongst the unbanked, the highest number were from India because
of its huge population. However, after the launch of Financial Inclusion Plan of Government of
India on 15th August 2014, India’s unbanked population has reduced to more than half (233 million)
from 557 million in 2011 as per report prepared by PricewaterhouseCoopers. It has further gone
down to 167 million as on November 2016 [21]. India is the fastest growing economy and is working
towards enhancement of infrastructure, quality education and health services for its citizens. In
addition to bank accounts, Government of India is currently focusing on cashless economy through
mobile payment initiatives for one and all to go for easy transactions. In partnership with private
entities/ Fintech companies, Government is committed to offer services through Aadhaar enabled
micro ATM, payment banking, e-wallet – few of them linking with free insurance cover as well. The
reach so far has seen to have gone from urban to semi-urban areas, however, it needs improvement
to touch the larger section of the population residing in rural areas and migrant population, daily
laborers, etc. This paper discusses in brief on initiatives undertaken on financial inclusion including
possible access to the trends in emerging technologies. The white paper also attempts to identify few
challenges and potential opportunities that lie ahead of both Government and financial institutions
in order to drive technology-led monetary transactions for financial inclusion.

1.

Introduction

Financial Inclusion is about creating an ecosystem to enable each and every citizen to have access
to banking for payment, credit, insurance and investment. To provide access to banks, setting up
physical branches in the remotest of locations leads to a significant investment and cost to the
Banks/MFIs. Technology now enables to take the services to the doorstep of a customer for a true
impact of these financial instruments. There has been a revolution in engaging citizens through
mobile phones linked with Aadhaar. However, it may also be noted that keeping in view of the fact
that larger section of people are still not digitally literate, for widespread use, applications need to
be simple to learn, responsive and fast and easy to install.
In recent times, our country has witnessed transformation in the financial sector through creation
of a cashless and digital payment ecosystem. In order to accelerate development or to promote
inclusive growth on a fast track mode, Government has emphasized that physical currency should
shrink while digital currency should rise to expand the economy. Banks are now seen to be focusing
on stepping-up transactions through alternate banking channels such as NEFT, mobile wallets, prepaid cards, QR codes, pay-roll cards, debit and credit cards and Unified Payments Interface (UPI).
[2]
This is seen across the length and breadth of the country, including semi-urban India and to some
extent to rural India. It is encouraging to see that there is a clear path towards digital transactions
which is widely accepted by all citizens in the country, and that is the ultimate goal of financial
inclusion and to transform India into Digital India.
Further, understanding the emerging needs of the citizens which is growing exponentially, focus is
shifted around the way services are provided rather than the services themselves. Hence Government
in partnership with private banks and entities, coming up with village promotion programmes
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encompassing digital or cashless transactions in day to day commercial activities through basic
handsets that are affordable to one and all in vernacular languages. Akodara village in Gujarat is
one such example that has provided solution for milk cooperative society and 100 more coming up
in next 100 days by a nationalized bank. [3]
In pursuance of the above, to introduce cashless society, the reach of mobile wallet, clarity on
processes to be followed from cash-led ATM transactions to card-led POS transactions and financial
literacy in rural areas is vital. This would take India to next level – financially aware and empowered
India, which is the vision of ‘National Strategy for Financial Education’, an initiative undertaken
by SEBI.

2.

Current Status of India in Financial Inclusion

About 41% of the Indian households did not have bank accounts as per Census 2011. It was worse
in rural where about half (46%) the households did not have bank accounts.[4] However, as per
PricewaterhouseCoopers report, India’s unbanked population has gone down to 233 million in 2015
from 557 million in 2011. It has further gone down to 167 million as on November 2016[21]. The
fall of unbanked population is seen after the massive launch of Pradhan mantra Jan Dhan Yojana on
15th August 2014 (PMJDY). As per data available in PMJDY website, as on end of November 2016,
about 256 million accounts have been opened. [5][6]

Figure - 1: Unbanked in India – 2016. [4][5][21]
Another good initiative is bringing banking to the doorstep of people by introducing Business
Correspondent (BC) model. As on 2014, 1.4 lakh BCs were facilitating banking services to people
in remote areas. [4] Micro-ATM is a boon which provides financial services at an affordable cost to
rural people. For less-cash or digital society, USSD (Unstructured Supplementary Service Data)
banking has been introduced for people not owning smartphones, which is a mobile communication
technology used to send text between a mobile phone a communication technology. UPI (Unified
Payment Interface) too has been used which allows money transfer between any two bank accounts
by using a smartphone. In UPI, there is no need to type credit card details, IFSC code, or net
banking/wallet passwords. Due to these initiatives, the traditional way of banking has transformed
a lot wherein the people had to travel several miles, stand in a serpentine queue, go through rigorous
documentation etc.
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Even though a significant number of population has been banked, no usage accounts contribute
to 40% which is significantly lower in Brazil (10%) and China (12%).[7] Financial inclusion not
only means providing an account for everyone but also to make those accounts usable by the
disadvantaged section of the society residing in rural areas. However, efforts are underway to bridge
the gap to bring the rural citizens under online banking services. Only 19% of the rural population
uses internet banking under the age-group of 30-50 years as per BCG CCI Rural Digital Influence
Study 2015-16 summarized below.

3.

Gaps in Bringing Rural Under Financial Inclusion

As per Boston Consulting Group (BCG) Report titled ‘The Rising Connected Consumer in
Rural India’, by 2020, 315+ million Indians residing in rural areas is estimated to have internet
connectivity, as compared to current figure of around 120 million covering about 36% of the
country’s total online population. By 2020, the share of rural India is estimated to jump to 48%,
creating a huge opportunity for all online services including financial inclusion. Out of the total
internet users in rural India, 70% use internet for social media and emailing. Though percentage
of rural coverage is low, it is picking up gradually. However, there are pockets which are yet to be
brought under the ambit of technological revolution due to certain gaps. In those places, citizens
are unable to avail the services due to lack of digital awareness and lack of understanding of plans
under financial services. Once, these gaps are fulfilled, then the benefits of digital revolution can
reach the unreached. Following figure shows the key segments of internet users in rural India.
Further it also provides a plethora of opportunities –


India can pump in around INR10 billion into the banking system which are sent by migrant
citizens through informal couriers.[8]



Saving around INR3000 billion of pilferages and delays in transferring subsidies etc. [8]



INR38.60 billion spent in printing 23 billion worth notes and coins by the RBI in 2014-15[8]

4.

Digital Explosion in India’s Effect on the Banking Industry

Figure of Aadhaar enabled population has crossed 1 billion in India as on mid-2016 and almost
every citizen has his/her identity. Smartphone and internet are in a spree of bringing every service
to the doorstep of the customer. Today more than 80% of Indian population owns a mobile phone
which is significantly higher than the percentage of people holding bank accounts in India. [11]
About 100 million smartphones are sold in a year in India and by 2020, India could see 700 million
smartphone users (every adult users). India is the 2nd largest (behind China) internet market ahead
of USA and only country where it is still growing. It is seen to be saturated or in decline in other
countries. As shown in Figure 2, there has been a digital explosion in India impacting banking
industry.
This implies a big opportunity to provide mobile banking services to the unbanked in the country.
Population registered in the Aadhaar database provides e-KYC feature that eliminates the need for
documentation and saves time. [12] Besides, the internet usage has grown to a great extent. Internet
penetration in India is approximately 35%.[13] The usage is increasing with provision for free internet
rolled out by Jio and the introduction of free wifi spots in railway stations, private buses and in
public places. Though the digital ecosystem has been set up for the financial institutions to provide
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financial services using the latest technology such as Smartphone and internet, the services need to
be customized according to the affordability and capability of the supporting infrastructure. 80% of
internet users in India are mobile internet users[14] illustrates that the mobile-responsive websites/
applications with an intuitive interface can tap the unbanked segment into mobile banking. However,
only 2% of the population use mobile money, whereas this percentage is relatively higher even in
under-developed countries like Africa (12%) and Kenya (58%). [8] This presents a huge opportunity
for mobile money as 30% of mobile users are Smartphone users. [15] The aforementioned data implies
that the digital ecosystem has grown well in the recent years but there are plethora of opportunities
which are yet to be explored. It’s on the basis of technology that we need to innovate devices and
applications which can provide affordable services to cater to the bottom of the pyramid. Over the
years, tremendous effort has been made by the Government with an aim to provide e-infrastructure
for delivery of e-financial services and conducive environment has been created through Public
Private Partnership (PPP) models to run massive nation-wide transformational programs.
The impact on the actual reach is yet to be analyzed, however, undoubtedly, it has met one of the
biggest objectives of financial inclusion by bringing real-time accountability and good governance
– Minimum Government and Maximum Governance.

Figure - 2: Latest Digital Trends 2016.

5.

Digital India Initiatives by Financial Institutions and the Government

One of the significant initiatives is being executed by India Post - world’s largest postal system
with 1.55 lakh branch offices [9], more than all the bank branches in India. India Post has performed
massive up-gradation activity in digitizing the data, introducing Core Banking Solutions (CBS) and
Finacle software as part of the Financial Systems Integration (FSI) program (Figure 3). Department
has been actively involved in harnessing technology for the development of the anytime, anywhere
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financial services through CBS. India Posts ATMs are up and running in several parts of the country
today. It is important to leverage technological advancement to look at areas beyond CBS to help
in not just delivering quality and efficient services to customers but also generating and managing
information effectively. The adoption of CBS leads to various technological products like NEFT,
RTGS, mobile banking, Internet Banking, ATMs, etc.

Figure - 3: India Post: Financial Systems Integration
In addition to the FSI, Rural System Integration (RSI) program too is currently underway to provide
technology solution through RICT handheld devices supplied to BPMs (Branch Post Master) of
India Post. As a part of RSI program 1.30 lakh Extra Departmental Post Offices/ Branch Offices
will improve their level of services being offered to rural customers. By using the handheld devices
distributed under the RSI scheme, Mahatma Gandhi National Rural employment Guarantee
Scheme (MGNREGS) wages are credited directly into the beneficiary account and is disbursed to
the customer through biometric authentication (Figure 4).

Figure - 4: India Post: Rural Systems Integration: eMO Disbursement
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The handheld devices are designed to provide audio based messages so that illiterate beneficiaries
can know the actual amount being disbursed. This is one of the noticeable technological innovations
which eliminates money laundering by middlemen. So far only electronic Money Order and
disbursements of MGNREGS wages services have been rolled out. As on early week of December
2016 for 4000+ Branch Offices:


Number of eMOs uploaded in handheld devices:1 lakh+



Number of MGNREGS accounts migrated in handheld device: 2.23 lakh+

The impact on the actual reach is yet to be analyzed, however, following are the key impact of RSI
Project in terms of social and business perspectives. (Figure 5)

Figure - 5: India Post: Rural Systems Integration: Social & Business Impact
Major impact of the above transformational programs under financial inclusion is that, it has
brought in real-time accountability and good governance – Minimum Government and Maximum
Governance. Today, citizens’ aspirations are on the rise – they need higher level of access to the
financial services in a real-time, transparent, direct and traceable manner. Therefore, focus is to
provide low-cost yet high-quality financial services in a compressed time frame and ensure that the
benefits of social welfare reach the deserving beneficiaries in the right proportion and at the right
time. This is the key achievement of this massive country-wide transformational project.
Another major drive in India today is less-cash or digital society which is reshaping India into a
cashless economy: My Phone, My Bank and My Wallet. In the recent years, paper based clearing
transactions are declining at 6% CAGR and electronic based clearing transactions are growing at
38% as shown in Figure 6. [16] There has been a shift towards cashless transactions which is evident
from the normal growth rate of 5.9% in the ATM based transactions whereas the debit cards usage
in the POS transactions grew at 36% (Aug’15 – Aug-16). [16] The advanced card less electronic
transactions such as m-wallet, m-banking have grown at 130% and 231% respectively during the
same interval. [16]
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It is pertinent to mention that, the rapid adoption of cashless transaction mechanisms or the growth
of infrastructure has not been uniform across the country, as it has been limited mostly to the urban
areas and larger towns. The usage of cards has been constrained by lack of accessible infrastructure
in the rural areas. Although in recent times, card issuance in the rural areas has witnessed a spike
due to the issue of around 20 Crore [10] Rupay cards under the Jan Dhan Yojana; however, the growth
in debit card usage largely witnessed in card-less transactions, which has been primarily driven by
e-commerce. From the above, it can be noted that the supporting infrastructure has not grown in the
rural areas for e-financial services.

Figure - 6: Shift From Paper-based to e- Transactions

6.

Other Initiatives on Technology Led Financial Services

In pursuance of the above, to convert the idea of cashless transaction into a reality up to the last
citizen in the remotest village, the reach of mobile banking or payment banking in rural areas is
vital. High-speed connectivity, modern technologies can be scaled up to meet the infrastructure
requirement. This would help in meeting the ultimate goal of inclusivity under Digital India
Program. Emerging technologies like Unified Payment Interface (UPI), Artificial Intelligence
(AI) (Robotics, Video Processing, Image Processing, Natural Language Processing, Speed to Text
Processing), Blockchain technologies can be adopted. Refer Figure 7 to 9 for key applications of
emerging technologies in financial transaction sector. Few of the applications that can be adopted
for financial including using emerging technologies are highlighted below.
Applications of Artificial Intelligence (AI) can help the banking sector to reach out to the
unreached including physically challenged (Divyangs), illiterate citizens who can get financial
services through image processing technology, language processing technology, video processing
technology and speed to text technology as shown in Figure 7.
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Figure - 7: Applications of AI in Credit Processing.
Blockchain technology is originated from digital currency bitcoin. It is introduced as an electronic
transaction-processing and record-keeping system that allows to track information through a
secure network, where third-party verification is not needed. It is important to understand the
speed of emerging trends, their impact and how they influence various services and user segments.
Blockchain: distributed ledger technology has the potential to drive simplicity and efficiency by
establishing new financial services infrastructure and processes distributed ledger technology can
form the foundation of next generation financial services in conjunction with other existing and
emerging technologies. (source bitcoinmagazine.com). Distributed ledger technology reduces
bank’s infrastructure costs attributable to cross border payments, securities, tradings and regulatory
compliance. This is important because banks are cutting back on costs and going branchless but
want reach at the edge of wireless. This is a massive customer base to connect to via mobile.
Blockchain can cut operational cost yet allow for reach of the whole customer experience and not
just bank accounts. Few use cases of Blockchain Technology are highlighted below:
Use Cases
KYC Processing

Current Pain Points
Expensive process with
no data sharing that results in effort duplication
and delays in onboarding

Key Benefits from Blockchain Technology
A blockchain based KYC register could provide
historical record of all documents shared and compliance activities undertaken for each client

Peer to Peer
Fund Transfer/ Insurance/
Micro-Credit

High transfer cost, delays
in settlement and dependency on few centralized
agencies.

Blockchain powered distributed ledgers models
can help banks to speed up messaging and settlement in intra-bank transfers or to provide personto-person payment and remittance services.

Syndicated
Loan

Delayed settlement, information silos and intermediary costs makes it
inefficient

Automate syndicate formation, underwriting and
the disbursement of funds (e.g. principal and interest payments) can reduce delays, risks and improve
efficiencies.
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Use Cases
Land
Registration

Asset Leasing

Current Pain Points
Manual documentation
verifications, Delays in to
and fro communication
with notary and across all
the stakeholders involved
in the mortgage registration.
Non-availability of asset
history, manual tracking
of payments and contract
verification and lack of
transparency between lessor and lessee

Key Benefits from Blockchain Technology
Can reduce risk by identifying exact list of prior
registrations, reduce time to fulfill loan by quick
search of prior registrations and avoid re-bundling
and selling of worthless securities.

Blockchain provides asset audit trail from origination and automates tasks such as payment tracking,
lease contract verification with full transparency
between leasing parties

One of the pre-requisites however in adoption of Blockchain technology is that all partner banks
need to be aligned to Blockchain to share each instances of services (say, Registration) as shown
in Figure 8.

Figure - 8: Applications of Blockchain Technology for Registration


In brief, application of Blockchain Technology has the following benefits:



Future financial infrastructure through distributed ledger technology- ease of verification



Audit trial available since inception



Saves operational costs and increases revenue – which is a powerful tool to deepen Financial
Inclusion

Banking through Social Media is seen too to have played another important technological tool
for monetary transactions which is an application on robotic software (Figure 9). Software
robots capture and interpret information from systems, recognize patterns and run business across
multiple applications: data entry, validation, message creation, reconciliation, currency exchange
processing. Following is an example how banking through social media works (www.icici.com):
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One-time password (OTP) and through following bank’s Twitter account and using Direct
Messages



Users can view account balance by using hashtags



Transfer funds through bank’s facebook (pocket) by generating coupons and send via
email/sms/facebook notification

Key benefits of robotic software are as follows:


Software robots reduces response time to customers by up to 60%



Increased accuracy to 100%



Improves bank’s productivity and efficiency



Security is in line with RBI guidelines

Figure - 9: Banking through Social Media: Source: icicbank.com
Above are few examples of technology led monetary transactions that can be adopted for financial
inclusion. This would be key especially during de-monetization period where effects are analyzed
below.

7)

Effects of De-monetization

In recent demonetization measures in India, it is seen that section of population that runs entirely
on cash comprising of informal economic sector (domestic help, contract laborers, daily wage
workers, farmers, fishermen, micro-entrepreneurs, etc.) are facing challenges. This section of
people may not have a formal bank account or adequate identification documents. There is a need
for financial literacy and adequate infrastructure and policies (no extra service charge for online or
card-based transactions) for them to adopt cashless transaction as an easy mode of transaction for
one and all. As shown in Figure 10, infrastructure is still a challenge in rural areas to go for cashless
transactions as compared to urban areas where citizens have adopted m-wallet services like paytm,
freecharge amongst others. In rural, deposit in jandhan accounts have seen to have increased from
INR 45 cr to INR 73 cr in 14 days as per pmjdy.com.
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Figure - 10: Effects of De-monetization (Rural and Urban):
Source: DnaIndia, PMJDY, Indian Express

As highlighted above, although rural India is heading towards massive transformation, policy
makers and strategists are working towards mitigating the barriers and converting challenges
into opportunities. Few barriers, challenges and opportunities identified in World Bank report are
summarized below.

8)

Barriers, Challenges and Opportunities

World Bank’s report – UFA 2020 states that the 3 key barriers for an individual in India to access
financial services are Distance, Cost and Documentation.

Figure - 11: World Bank’s report on key financial barriers.
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Distance is a big challenge for the financial institutions. The geographical spread of India contains
hilly areas, terrains, and deserts. Even the telecom connectivity is not reliable in some of the areas.
Setting up a Business Correspondent in these areas and ensuring opening of bank accounts would
be difficult. Parts of North East, Himachal Pradesh, Uttarakhand, J&K and 82 left wing extremists
face challenges of infrastructure.
Cost is another big barrier. To access a nearby branch or ATM, rural people have to travel several
miles. They access intermediaries for remittances who charge hefty commissions. Commission
charged by India Post for a money order of INR1000 is INR50[17] which is approximately half day’s
wage of MGNREGA laborers. Similarly, it acts as a bigger challenge for the financial institutions to
provide low usage bank accounts at an affordable cost. The average cost of opening and maintaining
an PMJDY account is INR 250 – 300[18] per annum whereas 24% [10] of PMJDY accounts are zero
balance accounts.
Documentation and the processes are another big barrier. The unbanked, a majority of whom have
low literacy levels, have a paranoia of documentation and processes followed by the banks. They
fear to step into the bank and always seek someone’s assistance. They prefer depositing money with
local fund collecting persons most of whom are frauds.
These barriers will prevail in cash transactions since cash is a physical instrument. Transacting in
cash also provides the following inconvenience to the customers:


Cost of travel to branches/ ATMs. Time spent in the queue and during travel.



Difficulty in getting back small token currencies in cash transactions.



Carrying the cash in case of bulk transactions.



Storing and securing the cash.



No transaction records for future claims.



Reconciliation is a cumbersome process.

E-payments has the ability to remove these barriers of distance, cost and documentation and remove
these inconvenience. However, it may not provide following 2 major advantages of cash transactions:


Cash is fully fungible. It can be used anywhere.



No additional cost (convenience fee) in transactions.

9)

Our Recommendations

While the efforts to provide banking accounts and cards are growing at a faster pace under PMJDY
scheme, it is important to provide the acceptance infrastructure which will accelerate the growth
and help to achieve the purpose. It is the distribution technologies that helps to achieve financial
inclusion. There are various distribution technologies available like ATM, POS terminals, Micro
ATMs, Biometric enabled handheld devices, USSD facility, near field communication, Scanning
QR code, UPI virtual address, m-wallets. The below figure gives an indication of where India
stands in the share of non-cash payments share of the total value of consumer payments in different
countries, as per the Master Card’s report in 2013.
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Figure - 12: MasterCard’s Report on the non-cash payments’ share of the total value of
consumer payments in the different countries – Sep, 2013. [81]
Though the de-monetization was a step taken in the interest of eradicating black money, it led to
rapid adoption of e-payments. To achieve financial inclusion, the below recommendations may be
ooked at:

Incentives for e-Payments
Instead of the convenience charges which is charged around 2.5% currently, Government may offer
incentives to people to use electronic payments across the channels – POS, internet and mobile.

Mandate Government transactions to e-Payments
All Government agencies which have the necessary infrastructure may accept electronic payments.
There should be a mandate that all the payments by Government above certain amount should be
through e-payments.

Incentivize Banks
Subsidies need to be bundled with financial products. Government may bring other subsidies such
as food subsidy, fertilizer subsidy under DBT to bank accounts. It will help to increase CASA and
subsequently the usage of bank accounts.

Improve Financial Awareness
Financial awareness needs to be increased. People are not aware of many available financial products
like USSD banking, Scan QR code, insurance cover in PMJDY, etc.
The usage of the financial services is required to be improved by incentivizing the users and by
improving the card acceptance infrastructure. Though there are INR19.4 Crore accidental insurance
eligible account holders under Jan Dan Yojana scheme, only 1583 claims have been made.[10] People
need to be taught of the benefits and the benefits delivery mechanism has to be made clear and
transparent. Only if people avail the benefits, the necessity for owning a JDY account will spread
by word of mouth, which is the most powerful marketing channel in rural areas. Unless they realize
the benefits, the accounts will remain as zero-balance accounts forever, which is currently 23.4%
of the total JDY accounts. [10]
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Incentivize Post Masters and BCs
BCs and Post Masters need to be incentivized for the products, services he provides. At present, the
BCs receive a 9% commission on each life policy. [19] In SBI, 90% of the JDY accounts were opened
by BCs. [19] Similarly, the incentives need to be given for the other range of products/services he
provides. Further, the range of products/services that they can provide also needs to be enhanced.

Improve inter-operability
It is important that key stakeholders or multiple players get the environment to act together. As the
distance is a big barrier in financial services, inter-operability of the services should be improved
between BCs, Post Officers, and Telecom players. With the introduction of handheld devices to Post
Masters, the post master could act as letter delivery agent, insurance selling agent, e-commerce
delivery person, MGNREGA account cash disbursing person, Emergency medicines or products
selling person. Utilization of the agents could be increased by increasing interoperability.

Intuitive Ux/UI Design to eliminate language barriers
Language is the next barrier to include untapped portion of Financial Inclusion. Easy intuitive UI/
Ux can eliminate the language barriers.

Support Aggregators & Fin-tech Players
Government should support the startups by providing ease of doing business and make start-up
friendly policies.
Regulation and aggregation in the unorganized industries lead to electronic payments. Eg.
Bookmyshow – Movie tickets, Paytm – Recharge,
Fin-tech players are taking the lead in bringing under-banked population online. Eg. mRUPEE/
ItzCash and Oxygen, Airtel Money, Vodafone M-Pesa

Discourage Cash-On-Delivery
Restricting the Cash on Delivery only to new users and formal, transparent return policy by
e-commerce companies could lead to further growth.

Partnership
Financial Services providers need to partner with different trustable agents in the rural areas such
as Railways, Public Distribution shop, Panchayat Union, Schools, Hospitals in delivering financial
services.

Customer is at the Centricity
Above recommendations need to be well thought of and derived at by defining the customer persona,
unique needs, constraints and defining the objectives.
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Figure - 13: Products and Services design as per Customer’s
persona, needs and Constraints.
Problems and objectives need to be well defined and the solutions should be designed by thinking
of the capabilities. In total, it should revolve around the user experience whether the focus is on
adding new products/services or adding new customers. By defining the customer persona and by
providing a product according to his / her needs, a better, convenient, personalized banking services
can be provided to the customer. The objective of 100% financial inclusion is possible only when
thinking is designed around the Customer persona.
The PNB’s Jan Mitra Rickshaw project is an example of a good product derived from defining the
customer persona and providing a personalized product according to the customer persona.
The responsibility of achieving financial inclusion by implementing these recommendations lies
with various stakeholders:


Dept. of Financial Services – Overall ownership, monitoring and implementation



Other Central Govt. Departments –



Dept. of Post for using Rural Post offices.



Dept. of Telecom for Telecom Connectivity And several others



RBI – Align their directions to the banks on financial inclusion and reduce documentation
as a barrier by eliminating the process overheads.



State Govt. – Monitoring of Financial inclusion in their state and DBT of state schemes in
the bank accounts.



Unique Identification Authority of India (UIDAI) - Convergence of Aadhaar enrollment
with Bank A/C opening.



National Payments Corporation of India (NPCI) – Facilitate inter-operability between
banks to bring down remittances charges,
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Moreover, the trump card lies in the hands of technology which is handled by IT and Fintech
players. By finding a disruptive innovation, the distance and cash as a barrier needs to be brought
down. The challenge really lies with how they are going to bring Payment Banks to the market.
More than any of the above, it is the responsibility of every individual to bring the financial
awareness to the unserved population of the country. It is the time for every one of us to take oath to
credit the maid/office assistant’s salary to his/her bank account, teaching the importance of saving,
how to save and how to operate USSD, mobile banking to them. The financial inclusion is not so far
if everyone puts an effort towards it.
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1.

The Digital India Context

Digital India has become popular as a slogan over 2 years ago. A number of large and fundamentally
important initiatives have been taken up under its umbrella in the past. The JAM trinity, Digital
Locker and MyGov are but some of these. There has been a spurt in the number of e-Transactions
occurring every day and every month, as revealed from the site www.etaal.gov.in. The transaction
rate, which was about 3 billion annually in 2014, has gone up significantly and has crossed 10
billion during 2016. However, there is no assessment at present, as to whether the current going rate
of 10 billion TPA (transactions per annum) is adequate and if not, what the satisfactory rate is for
a country with a population of over 1.2 billion. An assessment puts the target at 1 trillion TPA – a
100-fold increase over the current level. Obviously, such a scaling calls for a radical strategy that
could galvanize all the policy makers and implementing agencies in the area of e-Governance, in
the public sector.
The nation-shaking decision of the Central Government on the demonetization (DM) of highdenomination currency, is one such example of a radical strategy. While the primary focus of DM
is to cure the many maladies afflicting the financial sector and the economy, one of the fallouts
of this initiative is the imminent need to fast-track the agenda of creating a less-cash economy.
This is possible only through a quick and holistic program of digitization of various sectors of
the economy, to enable e-transactions accompanied by e-payments, both in the public and private
sectors alike. While the DM initiative has brought up a number of challenges and apparent hardship
to the common man, we have to explore the opportunities it provides in the area of digitization of
majority of our activities and transactions. This, of course, is easier said than done, given the huge
gaps in literacy levels, internet infrastructure, application and delivery systems.
While the e-Governance as a concerted Program had been going on for a decade at the national and
state levels, the Digital India movement has given it a greater visibility and acceptability. The strategy
of Digital India has been 3-pronged, with accent on Empowerment of the people substantially
through Aadhaar, building connectivity Infrastructure in the form of BharatNet and providing a
large portfolio of e-Services in the form of e-Kranti. A quick update on these 3 is in order! Aadhaar
has made great strides by reaching over 108 cr out of a population of 128 cr, constituting over 84%.
The progress of BharatNet has not been so impressive, having reached only a little over 15,000
Gram Pachayats, constituting a mere 6% of the target of 2.5 lakh Gram Panchayats. The effect of
e-Kranti, best measured by e-Taal has been described in an earlier paragraph. On the whole, it can
be inferred that, while Digital India has taken a good mind share of the policy makers, implementers
and the citizens at large, it has yet to make a holistic impact at the ground level.
Digital India is an idea whose time has come. While the idea can be expected to carry on with its
own momentum, it is most desirable that several scores of targeted interventions are made by the
Central and State Governments in a coordinated manner to reach the goal faster. The purpose of
this paper is to recommend one such strategic measure, namely, the adoption of an Enterprise
Architecture framework both at the federal and the state levels in respect of the e-Governance
component of Digital India.

2.

Enterprise Architecture Framework

Enterprise Architecture (EA) is“a well-defined practice for conducting enterprise analysis, design,
planning, and implementation, using a holistic approach at all times, for the successful development
43

and execution of strategy. Enterprise architecture applies architecture principles and practices to
guide organizations through the business, information, process, and technology changes necessary
to execute their strategies.”
Enterprise Architecture (EA) adopts a holistic approach by aligning the IT initiatives with
the organizational goals. Fully based on standards EA enhance the reuse of applications and
infrastructure besides interoperability.
The key benefits of adoption of EA are given below:
1.

EA enables taking a holistic, multi-dimensional approach to organizational transformation.

2.

The investment decisions in IT will be based on an outcome-based approach.

3.

EA minimizes the cost, effort and time in enhancing the enterprise efficiency and
effectiveness.

4.

EA enables treating the Organization as a single enterprise and not as a group of disjointed
functional or geographical units.

5.

EA recommends adoption of a completely service-oriented approach and hence is of
great benefit to all the stakeholders.

6.

EA enables future-proofing of IT investments such that even major changes in the
technology landscape do not require rebuilding the enterprise systems.

7.

EA moves away from a piecemeal approach and looks at the big picture.

Adoption of Enterprise Architecture has been explored to varying degrees by the countries leading
the e-Governance sector. Most of these countries have charted on at least a decade-long course to
evolve their own EA framework and implement it in parts. There have been no spectacular success
stories of implementing EA in a classic and comprehensive manner. However, there is no doubt
that as a framework, EA has brought about ‘enterprise design thinking’ among the business and
IT architects. The most frequent criticisms of Enterprise Architecture are that it tends to be too
elaborate, slow in yielding results and as a result, creates a situation where it is not possible to
assess the degree of its success.

3.

The e-Pragati experience in AP

The Government of Andhra Pradesh (GoAP) had always been a pioneer in e-Governance. With
a view to catapult the State into the next higher league in this area, GoAP embarked on an EA
journey, through its e-Pragati Program. The following is an account of the features and status of
e-Pragati, as of December 2016, i.e 2 years after its conceptualization.
1.

e-Pragati is heavily scaled down version of TOGAF 9.0. e-Pragati has adopted the spirit of
TOGAF but not strictly adhered to the elaborate 7-stage Architecture Development Method
(ADM) recommended by TOGAF.

2.

A comprehensive vision has been developed treating GoAP as an Enterprise of Enterprises.
The Vision Statement is given below:
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“e-Pragati is a new paradigm in governance based on a Whole-of-Government framework,
transcending the departmental boundaries. It adopts a Mission-centric approach in
its design and implementation and seeks to realize the Vision of Sunrise AP 2022, by
delivering citizen-centric services in a coordinated, integrated, efficient and equitable
manner.”
3.

e-Pragati has been designed to benefit all major stakeholders including the Government,
the Citizens and the Businesses. The notable benefits are given below:
a.

Citizen-centric and business-centric services provided by e-Pragati would enhance
the convenience and transparency. A portfolio of 745 e-Services are targeted in this
regard.

b.

The Certificate-Less Governance System (CLGS) will reduce significant burden,
both on the citizens and the Government departments, by reducing/eliminating
unproductive work, effort and cost.

c.

Programs like e-Health, e-Education, e-Agriculture and e-Market shall enhance
quality of life and productivity as well as income of the citizens.

d.

Direct Benefits Transfer will ensure hassle-free environment in the various benefit
programs of the Government.

e.

Widespread use of e-Office and other productivity tools will enhance, efficiency and
transparency of public agencies.

f.

An all-round development of the State is achieved through alignment of e-Pragati with
the goals of Sunrise AP and a clear focus on the top 10 e-Pragati Indicators which,
in turn, are aligned to the Sustainable Development Goals.

g.

e-Pragati envisages extensive use of Data Analytics tools that would throw up trends,
patterns, gaps and areas of improvement in various Government schemes and also
provide useful suggestions for the future actions (preventive and accelerative) through
predictive analytics.

4.

While the design of the various packages, projects and components of e-Pragati has been
completed, the procurement for the various packages is significantly behind schedule. At
its current pace, the impact of e-Pragati will begin to be felt only in the later half of 2017.

5.

A Whole-of-Government application landscape has emerged, with a core package in
the middle, common applications around it and department specific applications in the
periphery. Given the size and complexity, the Program has been designed in 72 projects
compacted into 14 packages, all intended to operate in an interoperable manner. The
principle of reuse has been optimally used in the design. The landscape of e-Pragati is
shown in the diagram that follows:
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4.

Relevance of EA for Digital India

The e-Governance component of Digital India, also called e-Kranti, has the ambitious goal of
providing ALL government services electronically to the citizens and businesses in a convenient
and transparent way. It is pan-India and involves the services provided by the States. While the
Government of India had been pursuing the eGov agenda with its Ministries and the States, through
guidelines and funding assistance, the success has not been uniform. Above all, the observance of
common standards across jurisdictions is limited, making the goal of interoperability difficult. In
the context of the current scenario, adoption of the EA framework by GoI and the States is most
desirable for the following reasons:
1.

Size: India is a large country of the size of a super-mega-enterprise. It has a 3-layer
governance structure with Central, State and Local Governments having their own charters
and ways of functioning. In the absence of a centrally guided architectural framework, it is
likely that the present silos will continue to exist forever and deepen further.

2.

Complexity: The governance systems are mired in tradition and complex. Any effort in
streamlining the systems, however sincere the effort, will not yield significant benefits
unless overarching business transformations take place, as it is beginning to happen in
respect of personal identification systems through use of Aadhaar.

3.

Interoperability: If the goal of citizen-friendly governance is to be realized, integrated
services and joined-up services have to be provided by multiples of government
agencies. Unless all major systems conform to agreed standards, such an integration and
interoperability would not happen.

4.

Technological Diversity: Government agencies are not best equipped to deal with a wide
variety of technologies and to make the right options on an ongoing basis. An Enterprise
Architecture that seeks to minimize the technological diversity is best suited for such an
environment.
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5.

Sustainability: Public sector services and operations go on for long periods, often with
marginal variation or enhancement for long periods, measured in decades. The decisionmaking processes for technology or process refresh are few and far between. Such being
the case it is essential to conform to an agreed framework, like the EA, for sustainability of
the technological interventions and evolutions.

In sum, it is appropriate for the Central and State Governments to seriously think of establishing and
adopting an appropriate EA framework, to buttress and streamline the ongoing efforts of Digital
India.

5.

Critical Success Factors for EA

As mentioned earlier, adoption and implementation of EA is fraught with several risks. It is not
advisable to put a large country to such a risk, despite the many benefits envisaged in the medium
and long terms. The balance lies in designing an appropriate EA Framework and adopting it with
adequate safeguards and de-risking precautions. A few Critical Success Factors are mentioned
below in this direction:
i.

Simplify EA: EA, by its very nature, is complex and long-winded, whichever is the
Framework adopted as the base – TOGAF or Zachman. Governments have inherent
limitations in understanding, customizing and adopting such frameworks with sustained
interest over long period. It is therefore, strongly recommended that the EA Framework
to be developed for India should be extremely simple but capable enough to support the
minimum requirements of an Enterprise and to derive the optimum benefits of EA. The
following suggestions are made in relation to the nature of simplification possible:
a.

The number of Reference Models and Artefacts should be brought down to the barest
minimum, confining to only those relating to the Business, Data, Application and
Technology Architectures.

b.

The documentation of the framework should be minimalistic and semi-technical in its
presentation, so as to be understood and customized by system architects with 10 to
12 years of experience.

ii.

Customize to India: The EA frameworks have evolved over a period in the settings of
developed countries. The understanding of citizen-centricity, customer-self-service etc are
significantly different from those applicable to a developing country like India. Hence, any
EA Framework taken as the base, should be greatly pruned, heavily customized and localized
to the field realities of India. The base EA Framework should undergo a metamorphosis to
such an extent that it can deserve a different name altogether. India Enterprise Architecture
or ‘INDeA’ could be a name suggested here to illustrate the need for heavy customization.

iii.

Standardize: Given the limitations of capacity to develop and implement EA and the need
for speed in implementation, it is necessary to standardize a CORE Portion of the EA such
that implementing agencies can get on board quickly. The feasibility of developing the
CORE part of the EA as a ready-to-use-platform, namely the INDeA Platform, should be
seriously explored. Around the CORE, a set of re-usable components or systems should be
architected to enable easy adoption and use by the stakeholder Ministries/ States. Degrees
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of Freedom may be allowed in the periphery so as to accommodate local variations and
requirements. The resultant scheme of the INDeA Platform would be as shown below:

iv.

Evangelize: It is very difficult to sell the idea of EA even to hard-core technocrats, since
the gains are long-term. It is more so in times of budgetary crunches. Hence it is necessary
for the protagonists of EA to develop a strong line of advocacy of EA and its long-term
benefits to the country. The matter needs to receive attention at very high political levels
both in the Centre and in the States.

v.

Educate: While EA has been around for over a decade and a certain level of maturity has
been noticed in its application to the private sector, it is not the case with the public sector.
Technology Managers and CIOs both within the Government agencies and the System
Integrators competing for Government projects, should develop specialized EA skills to
make a successful impact in the public sector. It is desirable that a few special electives are
introduced in the premier technical institutes, with focus on EA for India.

vi.

Parallelize: Once it is decided to adopt the EA framework at the national/ State level, it is
necessary to take up a number of activities in parallel to contract the timelines. Examples
are the simultaneous identification and/ or development of Architecture Building Blocks,
Solution Building Blocks, Standards and APIs. It is also necessary to focus on building
an INDeA repository. A very helpful initial step is also to procure proven EA tools for
development, management and Governance of EA

vii.

Quick Wins: Seeing is believing. It is necessary for the sponsors of EA to plan for a few
quick wins so as to establish the credentials of EA and to demonstrate is benefits. It is
desirable that the GoI sponsors a few PoCs of EA that can show quick results.

6.

Conclusion

Digital India is at a critical stage of take-off. The e-Governance portfolio of Digital India can stand
to gain immensely if the principles and framework of Enterprise Architecture are adopted and
developed by India, in the like and manner of INDeA Platform. While there are significant risks in
the design, development and implementation of EA, it is possible to mitigate the same through an
emphasis on some Critical Success Factors.
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Executive Summary
The state of Andhra Pradesh has pioneered the design, development, and implementation of a
next generation e-Governance Digital Services delivery platform to automate and provide worldclass services to its users. Towards that they have built the necessary application and hardware
infrastructure and have laid down the vision for the future development of the e-Governance Digital
Platform.
In order to ensure that such a platform delivers high quality services, in a sustainable and scalable
manner, it is extremely critical to have a corresponding world-class, highly resilient cyber security
infrastructure (hardware and software) that not only protects (defends) from external and internal
cyber-attacks but also provides for monitoring and business continuity in case of a breach.
Towards this, it is critical to understand the threat landscape, identify the gaps, design the necessary
cyber security architecture, and provide a cyber security policy and detailed Digital Control &
Governance framework that will ensure that the users, applications, devices, servers and the data is
completely protected.
Such a Cyber Security Ecosystem should be future proof and provide the necessary leadership to
the global direction in e-Governance Digital Platform and Infrastructure design, development and
implementation. It should act as a blueprint for other state governments and the country to secure
their digital infrastructure. The security architecture should ensure complete compliance with the
latest policies, should be IT Act Compliant.
This document provides the information on the fundamental role of cyber security in delivering
real-time e-Governance. It captures the global trends in Cyber Security threats and policies and
provides a road map for incorporating the best practices to secure the state’s real-time e-Governance
infrastructure. It gives a vision and strategy making the State of Andhra Pradesh one of the globally
leading states for secure and safe governance.

Real Time e-Governance and Cyber Security Challenges
Introduction to Real Time e-Governance
Like other concepts of contemporary there are multiple definitions of e-Government among
researchers and specialists, but most of them agreed to define Electronic Government as “the
government’s use of information communication technologies to offer for citizens and businesses
the opportunity to interact and conduct business with government by using different electronic
media such as telephone touch pad, fax, smart cards, self-service kiosks, e-mail, Internet, and EDI.”
It is about how government organizes itself: its administration, rules, regulations, and frameworks
set out to carry out service delivery and to coordinate, communicate and integrate processes
within itself. United Nation’s website presented another definition of e-Government as follows:
“e-Government refers to the use of information and communication technologies (ICT) - such as
Wide Area Networks, the Internet, and mobile computing - by government agencies”. While OECD
noted that Electronic Government refers to the use of information and communication technologies,
and particularly the Internet, as a tool to achieve better government [OECD, 2003].
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Internet is rewriting the ways we socialize and conduct business. Rise of eCommerce players and
rise of use of digital currency, social media, mobile communications are proofs of this tectonic
shift in the way we engage with the world. In such an age, why would e-Governance not change?
Internet has grown in unimaginable ways and has impacted our lives in many ways, some of them
beneficial and some ways which increase our risk. One of the most important factors enabling good
governance is “trust and confidence in the government”. When the cyberspace is always available
and is free of middlemen, agents, bullies, cyber-stalkers etc. the dialog is between citizens and
government, the citizen will feel safe, thus gaining the “trust and confidence in the government.”
Digital India Vision: Prime Minister Shri Narendra Modi launched the Digital India program with
a vision “to transform India into a digitally empowered society and knowledge economy”
Digital India program is centered on three core vision areas:
1.

Digital Infrastructure as a Utility to Every Citizen

2.

Governance & Services on Demand

3.

Digital Empowerment of Citizens

In order for AP state to lead - the government, people, private sector, public sector and social non-profit
enterprises must come together in an open, collaborative and fair common ground. e-Governance
by design depends upon digital technologies and the adoption of these to succeed. Getting cyber
security “right” will mean that the government will be able to provide more opportunities to people
to conduct business, to be vigilant, to be good citizens. The transparency, with which e-Governance
is seen, will make AP State a preferred business destination.
It is said, the moment anything comes “online” it is vulnerable to compromise. As AP state brings
more and more systems online, as many departments and districts start getting connected over the
Internet, as more and more people start interacting with government online, the quantity and value
of information held online will increase. The more valuable the information, the more susceptible it
will be for attackers as there will be malicious elements who will be interested to steal and exploit
this information, such elements will attack government systems to deprive the citizens of access
to government services. This impacts citizens’ privacy and harms the state’s economy and brand
value. Cyber criminals are aggressive and persistent in their efforts to compromise government
networks and information. They are constantly improving their arsenal in an attempt to break into
the networks and exploit citizens’ data.
Usually, the cyber criminals target the weakest link; and it is imperative that we don’t leave any
stone unturned in this effort. e-Government can be classified in to 4 groups:
1.

Citizens (G2C)

2.

Employees (G2E)

3.

Businesses (G2B), and

4.

Governmental departments of the country (G2G)
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Service Provided by these groups are as follows:
G2C
Social Security and Unified Identity,
Direct benefit transfer

G2E
G2B
Employee database, Business Registraand interaction
tions, Incorporations
portals

G2G
Transportation, tourism, bilateral visa
treaties

Department of Health and Employee benefits,
Public Safety
concessions

Licenses and Compli- Border Resources and
ance Standards
Defense Treaties

Power / Data Grid, distribution, smart metering,
and billing
Unified marketplace for
Goods and Services, Direct - Indirect Taxation
Transport: Air, Road,
Railways, Waterways

Training and skill
development

Business Commence- International Trade,
ment, Financing, and Law and Order, IntelTaxation
ligence, Tax treaties

Taxes, Salary, and
pensions

Public Private Partnership

Technology Cooperation

Ecommerce platforms

Inter-Government
Integrated Services

As e-Government becomes more widespread; one is beginning to see the progress through six stages.
Not all governments will reach all stages, and there will be much diversity within a government,
with different agencies at different stages.
The stages are:
1.

Using internal network and setting up an communications system;

2.

Enabling inter-organizational and public access to information;

3.

Allowing 2-way communication

4.

Allowing exchange of value

5.

Digital democracy; and

6.

Connected Government

Government’s Role in Accelerating Economic Growth


Make economic environment conducive for innovation



Institution building, public skill development and training



Boost relationships among government, industry and research community



Efficient, equal services delivery to all citizens



Create open debate about acceptability of new systems, particularly related to privacy,
safety, security, and resilience



Create open standards systems that support dynamic and competitive market

53

Challenges faced by Governments in Implementing e-Governance
National
Skill deficiency

City/State/Local
Healthcare
Workplace Con- Effective use of
ditions
Technology

Cyber Security

Traffic Congestions

Cyber Security
Preparedness
Meeting Regula- Minimizing comtory Requirements bat casualties

Citizen Expectations

Cyber Security

Drug Compliance

Environmental
Data Integrity
Impact and Poland Privacy
lution
Lack of
Citizen ExperiIntegrated
ence
Services
[Reference: Cisco, 2013]

Defense

Procurement and
Logistics

Education
Rising Costs
Maximize use of
Technology for
Learning
Scale globally

Hospital Stays and Shift from State to Attract and Retain
Readmissions
Non-State Actors Quality Students
Nursing Cost

Soldier care

Traditional / International Competition

The Maturity Models of e-Government Development
Implementing e-Government is a continuing process, and most often the development is
conceptualized in stages. The widely-known maturity model suggested by Layne and Lee [Layne
and Lee, 2001] who sees e-Government as an evolutionary phenomenon, from which e-Government
initiatives should be derived and implemented.
They assume four stages of a growth model for e-Government:
1.

Cataloguing,

2.

Transaction,

3.

Vertical integration, and

4.

Horizontal integration as shown in the figure below:

This model is developed based on increasing the level of complexity and integration.

Figure 1 Layne and Lee Model of e-Governance
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Andersen and Henriksen [Andersen and Henriksen, 2006] complement the maturity model with
strategic ambitions of governments’ use of IT, and present what they call the PPR (Public Sector
Process Rebuilding) model. They argue that the Layne and Lee model build on the same rationale
that have dominated the traditional motives for IT adoption; increase in information quality, and
efficiency and effectiveness. The PPR model expands the e-Government focus to include the frontend of government. The major difference between the Layne and Lee model and the PPR model is
the activity and customer centric approach rather than the technological capability.

Figure 2 PPR Maturity Model

Cyber Security Threat Landscape
In today’s connected world cyber security threats are on a constant rise. At the same time,
governments and other organizations rely more than ever on technology to provide uninterrupted
services.
Cyber security risks are a group of subtle exposures that are sometimes hard to quantify. They might
lead to data theft, corruption of data, defacement, extortion, cyber bullying, intellectual property
theft, business espionage, etc.
In light of their nature, governmental institutes and critical infrastructures bear significant weight
in the amount of attacks they encounter. These types of organizations need an additional level of
caution when planning their IT systems and running their day-to-day operations.
Threats can come from anywhere on the Internet, incidents come in all shapes and sizes. Although
some attacks must be launched from specific systems or networks and some require access to
special accounts. A cyber-attack may be a comparatively minor event involving a single site or a
major event in which tens of thousands of sites are compromised. A typical attack pattern consists
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of gaining access to a user’s account, gaining privileged access, and using the victim’s system as
a launch platform for attacks on other sites. It is possible to accomplish all these steps manually
in as little as 45 seconds; with automation, the time decreases further. Though, it is difficult to
characterize the people who cause incidents. An intruder may be an adolescent who is curious about
what he or she can do on the Internet, a college student who has created a new software tool, an
individual seeking personal gain, or a paid “spy” seeking information for the economic advantage
of a corporation or foreign country. A disgruntled former employee or a consultant who gained
network information while working with a company may also cause an incident.
An intruder may seek entertainment, intellectual challenge, a sense of power, political attention,
or financial gain. Thus, the networks providing data to the end users of the e-Government remain
vulnerable to variety of threats such as Packet Sniffing, Probe, Malware, Internet Infrastructure
Attacks, Denial of Service (DOS) Attack, Remote to Local (R2L) Attack, User to Root (U2R)
Attack.
The development of e-Government, which is based on Internet, meets fatal security problems due to
the complexity and vulnerability of network. Generally speaking, the security risks e-Government
facing includes the following aspects:
1.

Information Intercepting: It means that the related e-Government users or invaders
capture or steal the e-information from governments or other users.

2.

Information Tampering: The Internet attackers tamper, insert or delete original data
through various technical methods, and transmit them to the destination, in order to damage
the integrality of the data.

3.

Denial of Service: It is the complete invalidation of the network system or the servers
system in some period. It mainly comes from the attack of the hackers or the virus, and the
man-made destruction of the devices as well.

4.

System Resources Stealing: In the network system environment, the stealing of the system
resources is very common.

5.

Information Faking: It means that after the attackers know the rules of the data in the
network information or after they have decoded the government information; they could
pretend legal users or make false information to cheat other users. The main forms include
pretending users to get illegal certifications, forging e-mails, etc.

Cyber Security impact on Real-Time e-Governance
Security threats exploit specific vulnerabilities within e-Government systems and applications;
hence, affecting confidentiality, integrity, and availability of critical information assets [NIST,
2008]. According to NIST [2002, p.13] common threat-sources could originate from human-made,
natural calamities and/or the environment. Human threats comprise of events that are caused by
human acts, either intentional or accidental.
Intentional threats are attacks caused deliberately by human beings such as network based, malicious
software, and unauthorized access to confidential information. Similarly, accidental threats are
attacks that are not deliberate, such as a hardware failure [ISO-27k, 2008; NIST, 2002, 2007a]. All
these types of security threats could potentially affect CIA of e-government services.
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Security vulnerability refers to flaws or weaknesses in system security procedures, design,
implementation, and/or internal controls that could be exploited by threat-sources. Once exploited it
could result into a security breach, consequently causing harm to e-Government information assets
and services [NIST, 2002, p.15]. Threat-sources refer to intentional or accidental sources of threats
that may exploit vulnerabilities of a system [NIST, 2002]. Reducing any of the three elements,
security threats, security vulnerabilities and impact, could result into a significant reduction of
security risks.

AP Government Cyber Security Vision, Strategy and Roadmap
Vision
To create a world-class secure and safe real-time digital governance ecosystem that is built on
top of a future proof, dynamic and evolving cyber security infrastructure [cutting-edge cyber
technologies, security policies, cyber governance, and security compliance frameworks] to protect
all the resident citizens of the AP State and AP State industries & companies from cyber threats,
and rapidly accelerate the economic growth of the state.

Strategy
A robust defense requires a flexible strategy that allows adaptation to the changing environment
to make information available to those who need it and who can be trusted with it, well-defined
policies and procedures, the use of robust tools, and constant vigilance. It is helpful to begin a
security improvement program by determining the current state of security. Methods for making
this determination in a reliable way are becoming available. Integral to a security program are
documented policies and procedures, and technology that support their implementation.
Peripheral Defense
Network Defense
Host Computers Defense

[Reference: Study on e-Government Security
Risk Management: Zhitian Zhou, Congyang
Hu, Institute of Policy and Management of
Chinese Academy of Science, Beijing, China]
An Effective Defense-in-Depth Strategy:
In General, risk management has three basic
countermeasures:

Application Programs Defense

1. Stakeholders take some proper measures
to reduce the probability of risk accidents

Data Defense

2. Stakeholders prepare an emergency plan
and adopt it when contingences happen;
or

Physical Security

3. Stakeholders do nothing.
For already chosen countermeasures, Stakeholders should have a full evaluation of their potential
risk and draw up a relevant emergency plan in order to make the possible risk losses minimum.
There are no golden rules for risk management. For e-Government security risk management, the
first step is to scan and detect internal and external environment of the e-Government system, check
the vulnerabilities and weaknesses of the system. Patch or append new devices immediately in
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order to reduce the losses as much as possible while risks happen. Secondly, do a full analysis about
the e-Government security risk, and then make relevant plans and measures. Track and monitor
those plans and measures in each implementation.

Cyber Security Ecosystem Components for Secure e-Governance
Governments sometimes must take unpopular measures to eradicate problems like corruption and
improve governance to protect weaker elements of the society. Local and regional government
infrastructure such as traffic controls, police, intelligence agency communications, personnel
records, student records, financial systems are potential targets to activists or foreign powers to
disrupt or protest the functioning.
Since risk is dynamic, security measures must be selected and embedded “by design” when the
activity is planned and they should be updated throughout the activity’s lifecycle. To protect
Government systems from such attacks following measures become the components of a protective
ecosystem.
[Reference: A Framework for Securing e-Government Services, Geoffrey Rwezaura Karokola,
Stockholm University]
Security risks affect confidentiality, integrity, and availability (CIA) of e-Government
information assets while being processed, transmitted, and stored across e-Government
domains. Security risks could be measured in terms of a combination of the probability of an event
to occur and its security threats refer to any circumstance or event with the potential to adversely
impact organizations critical assets, through un-authorized access, destruction, disclosure, or
modification of information assets [ISO-27k, 2008].

Cyber Security Ecosystem Components
•

Play Together (Protecting Integrated Services): The existence of the processes that will
allow the different relevant entities (Police, Military, Cyber Bureau, Homeland Security,
The Department of justice etc.) to work together. E.g. creating a shared cyber threat
information portal to ensure rapid dissemination of cyber threats.

•

Securing the Vendor’s and Supply Chain: (e.g. level of trust in out-of-the-country major
hardware providers) Vendors and supply chain are very common attack vectors from where
malicious actors gain access to the organization’s critical resources and infrastructure.

•

Cyber Warfare Readiness and Anti-Terrorism against hidden or visible foreign powers
trying strategically to disrupt polity and society by spreading panic.

•

State Level Stability and Resilience (Economy, Critical Infrastructure, Citizens,
Government) are necessary conditions for services to be delivered seamlessly to the
citizens. Education and Skills Building for citizens regarding changing e-Government
schemes and policies is must. Conveying benefits of e-Governance, incentivizing use of
newer technologies to fight problems is a part of that skill building.

•

CERT (Computer Emergency Response Teams): are expert groups that prevent,
handle and mitigate computer security incidents with the aim of protecting government
constituencies and assisting the community with the management of cyber security risks.
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•

Prevention Solutions: Pre-emptive measures taken to reduce cyber-attack risks on
e-Government infrastructure.

•

Detection Solutions & SIEM / SOC: Facility / tools where enterprise information systems
like websites, applications, databases, data centers, server networks, desktops etc. are
monitored, assessed, and defended from attackers.

•

Cyber Threat Intelligence: Collection of intelligence using open source, social media,
human resources, deep-dark web to research and analyze trends and technical developments
in following areas:


Cyber crime



Cyber activism



Cyber espionage

•

Incident Response (Tools, Processes, Skills and Values): Organized approach to
addressing and managing the aftermath of a security breach or attack (aka incident). The
goal is to handle the situation in a way that limits the damage and reduces recovery time
and costs.

•

Business Continuity and Disaster Recovery: Data breaches and cyber-attacks can cause
a material disruption to business processes. The impact of lost data or unplanned downtime
can be catastrophic, resulting in lost trust, revenue, reputation and competitive position.
There are security standards that can be complied to maintain business continuity and
minimize the disruption impact.

•

Employees Security and Social Engineering: Organization insiders pose a substantial
threat to the organization because they have the knowledge and access to proprietary systems
that allow them to bypass security measures through legitimate means. Psychological
manipulation (aka Social Engineering) of such insiders enables outside attackers to disrupt
the business. Employees need to be trained to identify the deceptive or extortive social
engineering practices to keep them informed.

•

Physical Security: Hierarchical security control mechanisms are common means to secure
your infrastructure. In that, physical surveillance, biometric access control systems, fire
suppression systems, intrusion detection alarms, smoke detectors play key role in protecting
critical infrastructure, personnel, data etc.

Cyber Security Policies, Regulations, and Implementation Measures
In order to understand the threat landscape relevant to the e-Governance infrastructure, the first
step is to conduct a detailed threat landscape survey. This analysis will help create a coherent risk
map that enables controls, and security measures to be put into place in an intelligent manner while
taking into consideration the true nature of the exposure.
This step includes the mapping of digital (and sometimes non-digital) assets. This might include
security procedures, data stores, network architecture, physical offices, central servers, portable
devices, etc. Following this research one has to conduct in depth interviews with relevant personnel
to highlight the business risks and correlate them to the technology.

59

The contours of the analysis should cover all the users, devices, applications, servers, network, and
data center (hardware and software).
There are various layers of security controls that need to be put in place:


User Identity and Authentication



Device Authentication



Data Encryption Standards



Application Development Process



Data Center Access Policies



Application and Device Access policy



Monitoring



Business continuity technologies and policies.



Identity and Access management policies and infrastructure.



Privileged access control policies and data breach/leakage detection and control.

Considering the importance of the security of e-Government, it is urgent to dispose a whole set of
effective countermeasures. The purpose of disposing the countermeasures is to reduce the potential
risks and security bugs, so that we can reduce the risk which the e-Government system environment
facing. Among the e-Government risk management countermeasures, it is popular to use defensein-depth strategy at present. Defense-in-depth strategy, exactly, is consisted of depth security and
multi-level security. Through disposing multi-level security protection, we can guarantee that if one
level got broken, other levels can still ensure the security of e-Government system resources. For
example, in case that the outer firewall of one unit got destroyed, by virtue of the inner firewall, the
invader still cannot get access to the sensitive data, neither commit any damage to them. Ideally,
each level supplies different measures in order to avoid that the hackers can attack different levels
in the same way.

A.

Security Policies

If it is important to be secure, then it is important to be sure. All the security policy is enforced
by mechanisms that are strong enough. There are organized methodologies and risk assessment
strategies to assure completeness of security policies and assure that they are completely enforced.
In complex systems, such as information systems, policies can be decomposed into sub-policies to
facilitate the allocation of security mechanisms to enforce sub-policies. A policy is a documented
high-level plan for organization-wide computer and information security. It provides a framework
for making specific decisions, such as which defense mechanisms to use and how to configure
services, and is the basis for developing secure programming guidelines and procedures for users
and system administrators to follow. Because a security policy is a long-term document, the contents
avoid technology-specific issues.


Definition of acceptable use for users



Guidelines for reacting to a site compromise.
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High-level description of the technical environment of the site, the legal environment
(governing laws), the authority of the policy, and the basic philosophy to be used when
interpreting the policy



Risk analysis that identifies the site’s assets, the threats that exist against those assets, and
the costs of asset loss



Guidelines for system administrators on how to manage systems

B.

Security Best Practices

The daily barrage of spam, now infested with zero-day malware attacks, not to mention the risks of
malicious insiders, infected laptops coming and going behind the packet-inspecting firewalls and
cyber-attacks prevention systems is the fact of networked communication today. This establishes
need for steps of due care and due diligence towards a regulatory compliance, which must be put
in place for smooth operations, if not in existence already. System administration practices play a
key role in network security. Checklists and general advice on good security practices are readily
available.
Below are examples of commonly recommended practices:


Ensure all accounts have a password and that the passwords are difficult to guess. A onetime password system is preferable.



Use strong cryptographic hash functions such as SHA-256 / SHA-512 checksums (a strong
cryptographic technique, to ensure the integrity of system software) on a regular basis.



Ensure secure programming techniques when writing software. These can be found at
security-related sites on the World Wide Web.



Be vigilant in network use and configuration, making changes as vulnerabilities become
known.



Regularly check with vendors for the latest available fixes and keep systems current with
upgrades and patches. Regularly check on-line security archives, such as those maintained
by incident response teams, for security alerts and technical advice.



Audit systems and networks, and regularly check logs. Many sites that suffer computer
security incidents report that insufficient audit data is collected, so detecting and tracing an
cyber-attacks is difficult Best practices are things done - steps taken - actions and plans
carried out. For example, encryption is a best practice and not a product or tool. There are
many commercially and freely available tools that may prove to be most suited for a bestpractice model. There are many commercially and freely available tools that may prove to
be most suited for a best-practice model.
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Critical Cyber Security Initiatives and Programs
Cyber Security Real Time Threat Index
In order to know exactly what is the current level of cyber security threats it is proposed that the
AP State develop a comprehensive mechanism to define, compute and communicate the Cyber
Security Threat index in real-time to all the concerned stakeholders. Such an index (like the stock
market) will provide the current “temperature” of the cyber threat to all the concerned stakeholders
in real-time for them to activate the required response strategies in real-time thereby drastically
reducing the threat response reaction times.
The Cyber Security Index is a real-time measure of the risk to the corporate, industrial, and
governmental information infrastructure from a spectrum of cybersecurity threats. It is based both
on the sentiment as well as real time data collected on the cyber threats from across the ecosystem
in recognition of the rapid change in cybersecurity threats and postures, the state of cybersecurity
metrics as a practical art, and the degree of uncertainty in any risk-centered field. The Index of
Cyber Security at the state level aggregates the threat related data of information security.

Constructing an index for cyber security risk
When one thinks of creating an index, the obvious indices that come to mind are those focused
on financial markets. The Lehman/Barclays Global Aggregate and its sub-indices can be clearly
defined in terms of what goes into constructing them, and both prices and issued quantities are
known as objective numbers. The key feature in any index is consistency, which is what makes an
index useful. Subjectivity in determining an index does not erode credibility so long as transparency
and consistency are maintained.

When is an index useful?
For an index to be useful it needs to be able to do the following two things:
Risk managers should be able to use the index to hedge their risks, and
Investors should be able to take on exposure to the risks that the index incorporates, and be rewarded
for taking on the risk by those who do not desire such risk.
The above are, needless to say, in addition to the basic requirements of objectivity, consistency,
rule-based computation, and transparency which we consider a given.
Cyber Security threat response teams should be able to activate the necessary state-wide cyber
security response strategy in real time.
The lack of data on information security is a known matter, but it does not represent a fundamental
or conceptually insurmountable issue. The past decade has shown indices being very usefully put
together for risks that were for very long times not considered computable.

Building the Index
It is proposed that the index be constructed using both real-time survey-based methodology and
automated technologies by aggregating the cyber security threat index at every enterprise and
government department, citizen services.
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Cyber Security Maturity Model for e-Governance Ecosystem (CSM2 for E-GOV
Ecosystem)
In order to build a robust cyber security ecosystem for e-Governance it is critical to define a Cyber
Security Maturity Model. This maturity model will enable the state to measure the maturity level
vis-à-vis a standard model. Further, these models can be customized for various digital entities
within the cyber security ecosystem – citizens, enterprises, government departments and critical
infrastructure. The overall cyber security maturity level at the state level can be modeled as an
integration of these individual sub-models.
The state can further enforce/recommend compliance by citizens, enterprises, government
departments in accordance to this maturity model.

What is a Maturity Model?
A maturity model is a set of parameters, attributes, characteristics, indicators/patterns that represent
capability and progression in a particular ecosystem. The model captures the critical aspects that
need to be measured (quantified if possible), and incorporates various standards and best practices.
It acts as a benchmark, against which the ecosystem/organization can measure itself and prepare a
road map for implementing specific initiatives to improve the maturity index (or level).
To measure progression, maturity models typically have “index or levels” along a scale. If an
organization/ecosystem demonstrates these attributes, it has achieved both that level and the
capabilities that the level represents.
By incorporating a maturity index that is measurable one can monitor the progress made by the
ecosystem/organization, it helps the organization to:


Define its current state



Determine its future, more mature state



Identify the capabilities it must attain to reach that future state

Towards a EGov-CSMM
The EGov-CSMM should focus on the evaluation of the current cyber security maturity level,
provide the necessary implementation guidelines and enable continuous improvement the cyber
security posture of the ecosystem.
The model can be used to:


Analyze and Evaluate the e-Governance ecosystems current cyber security capabilities



Enable organizations to effectively and consistently improve the maturity index



Share knowledge, best practices, and relevant references across the ecosystem to improve
cyber security posture



Enable stakeholders to prioritize actions and investments to improve cyber security
infrastructure
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Cyber Security Clusters
Cyber Security Clusters is a network of dedicated cyber and info security specialists coming
together in groups who actively work to create unique solutions and build IP for e-Governance,
national critical infrastructure security and other commercial cyber security technologies.
These Clusters will be managed independently but collaborate and communicate through the Govt.
leadership to ensure all members are represented and also that opportunities and best practice are
shared across levels respectively.
AP Govt’s fast and collaborative approach enables and places AP Govt. to be a leader in the field of
cyber security. In a move towards setting up a Cyber Security Cluster in Private Public partnership
model, AP govt is developing India’s first Cyber Security Cluster at Visakhapatnam. Vizag being
one of the key cities, given its strategic significance to India’s national security. This Cyber security
cluster will act as a catalyst to support the members of the cluster by communicating strategic
initiatives critical to state e-Governance implementation and trade opportunities, providing a
networking platform to share ideas and best practice, encouraging collaboration and identifying
partnership opportunities so that small cyber security specialist businesses can find new ways to
grow and spur innovation and technology IP creation in the field of cyber security. Private Specialist
Cyber security companies will build cyber security knowledge, skills, and capabilities in the Region,
to make businesses more resilient to cyber-attacks and make Vizag one of the most secure places
in the world to do business.

Secure Smart Cities
Under the Smart city project of Govt of India, Vishakhapatnam; Andhra Pradesh’s largest city, both
by population and economy. It has an international airport, and India’s fifth busiest sea port. It is
also a popular tourist destination. The city is an industrial hub, with a host of SEZs, and is one of
the world’s fastest growing - population-wise – city is under development.
In the approach of the Smart Cities Mission, the objective is to promote cities that provide core
infrastructure and give a decent quality of life to its citizens, a clean and sustainable environment
and application of ‘Smart’ Solutions. The focus is on sustainable and inclusive development and the
idea is to look at compact areas, create a replicable model which will act like a light house to other
aspiring cities. The Smart Cities Mission of the Government is a bold, new initiative. It is meant to
set examples that can be replicated both within and outside the Smart City, catalyzing the creation
of similar Smart Cities in various regions and parts of the country
The core infrastructure elements in a smart city would include:
1.

adequate water supply

2.

assured electricity supply

3.

sanitation, including solid waste management

4.

efficient urban mobility and public transport

5.

affordable housing, especially for the poor

6.

robust IT connectivity and digitalization

64

7.

good governance, especially e-Governance and citizen participation

8.

sustainable environment

9.

safety and security of citizens, particularly women, children, and the elderly

10.

health and education.

Securing Smart Cities is very crucial and of paramount importance. Initially to identify the cyber
security challenges facing smart cities and to propose workable solutions to address them. To
promote cyber security best practices and cyber-solutions for all the technologies used by smart
cities – with the goal of creating safer and better places for everyone
Building and maintaining smart cities is not an easy task. Many things need to be taken into account,
especially when it comes to IT security. No matter what stage you are at, be it preliminary planning
or final implementation, cyber security is the essence to make sure that everything is safe. Key
focus areas with respect to cyber security are Focus Areas:


Smart City Technologies and Solutions



Sustainable Development for Smart Cities



Energy Management



New and Renewable Energy



Energy Storage technologies



Waste and Water Management



Waste to Energy



Smart Grids



Smart Meters



Energy Efficiency



Cyber Security



IoT technologies and software

Establishing a city strategy for cyber security is an important element in maintaining a city’s security
while mapping a path to future. By creating a structured approach, thinking holistically about threats
and vulnerabilities, and deploying strong practices to detect, mitigate, and communicate threats, a
city can protect its citizens and safeguard its resources. However, there will be barriers. Strained city
budgets can limit planning and development. Risk-averse city managers may inhibit collaboration
and innovation. Privacy concerns may constrain activities. By clearly articulating the return on
investment—financial, security, and quality of life—a cyber security strategy can overcome these
obstacles and become an integral part of a city’s transformation. They need immediate ways to
prioritize risks and to assign roles and responsibilities for key aspects of cyber security. Cities
also have to balance costs, existing and legacy systems, and administration of new programs and
systems. A local cyber security strategy can help a city get started.
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1.

Build a risk-based approach to cyber security

2.

Set clear priorities

3.

Define minimum ICT security baselines

4.

Share and coordinate threat and vulnerability information

5.

Build incident response capabilities

6.

Boost public awareness, education, and workforce training

7.

Enable public, private, and academic cooperation

Recent notable happenings across the globe for Real Time e-Governance:


Deployment of ubiquitous sensor network dedicated for IoT driven public services in South
Korea



UK dedicated budget for smart cities among other projects



Smart Cities program in India



Switzerland Swisscom IoT network



Industry 4.0 groundwork in Germany

Secure Smart Manufacturing Ecosystem
Manufacturers face changes on multiple fronts. Advanced manufacturing—in the form of additive
manufacturing, advanced materials, smart, automated machines, and other technologies—is
ushering in a new age of physical production. At the same time, increased connectivity and ever
more sophisticated data-gathering and analytics capabilities enabled by the Internet of Things (IoT)
have led to a shift toward an information-based economy. With the IoT, data, in addition to physical
objects, are a source of value—and connectivity makes it possible to build smarter supply chains,
manufacturing processes, and even end-to-end ecosystems.
Data ownership and control—As more stakeholders across the value chain become connected,
questions will arise within the ecosystem regarding who owns the data generated and how to
ensure appropriate privacy, control, and security. These questions grow thornier as suppliers and
manufacturers become increasingly intertwined. Suppliers and vendors throughout the supply
chain—right up to end-use retailers and customers—could potentially stake a claim on the data
generated within
From a Cyber Security perspective, data ownership and information security is often cited as a
concern in implementing smart manufacturing practices. Complex cryptographic algorithms might
improve the security of devices, but this often comes at the cost of higher power consumption. This
security-power tradeoff becomes more important as deployments scale. Retrofitting old systems
to new smart manufacturing applications may also increase security risks, as the old systems were
not designed to be connected in this way. In order to manage security risks, companies need to
secure their systems, be vigilant to avoid new risks, and be resilient to limit the damage and restore
operations. As a result, managers should adopt a proactive stance toward cyber security. When it
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comes to planning for Smart Manufacturing, the time to address security issues is up front, rather
than as a follow-on task.

Secure IOT for Real Time Sensor Data (Agriculture, Drone Surveillance, Public
Works and e-Governance)
The internet of things – the networked connection of people, services, and things – is opening up
new opportunities (and risks) that public sector leaders need to consider from multiple perspectives:
Policy leadership, service provision, regulation, lifecycle management, control in real time.
[Reference: Cisco, 2013]
The transformational impact of IoT in the public sector will be realized through wholesale
transformation of the way services are designed and how they utilize information to meet needs of
citizens more effectively. To maximize IoT value and scale, we should strive to combine use cases
rather than approaching them individually. Cooperation and public-private partnerships can provide
with an opportunity to both defray costs and increase benefits and knowledge sharing.
Considering IoT is one of the advanced services delivery platform, end-to-end security of IoT
infrastructure is necessary to eliminate middlemen and ensure delivery to the citizens directly.
Primary drivers for Internet of Things in e-Governance:


The need for accountability and transparency – especially in developing states of India



Convenience / citizen experience



Increased revenue, efficiency in cost, effort and productivity



Real time data insights to enforce policies and establish control



Efficiency of distribution networks and media

IoT can help organizations achieve many public-policy goals such as:


Increased economic growth and improvements in environment sustainability



Public safety and security



Delivery of government services



Productivity

Conclusion and Way Ahead
Trust in government is one of the most precious state assets. Public support can help mobilize
ambitious and innovative government policies. To maintain the trust in the system, all the risks and
threats to e-Governance initiative must be factored and necessary cyber security measures must be
incorporated by design into the system.
Real Time e-Governance is the future of governance, and a holistic cyber security infrastructure is
the fundamental building block on top of which safe and secure e-Governance delivery systems can
be built, without this, governance will come to a standstill, and with the appropriate incorporation
of Cyber Security in the core e-Governance strategy, the citizens, and the economy of the state with
see manifold increase in growth.
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AP State is well poised to lead the country and the world in providing the best in class standard of
living to its citizens. In order to fulfill this vision, the state leadership will have to prioritize and
allocate the necessary budgets, and execute the critical cyber security related initiatives in a time
bound and mission mode.

About FortyTwo42 Labs
FortyTwo42 is a Technology Innovation Lab that focuses on developing next generation cutting
edge technologies in the field of cyber security, embedded systems, high performance computing
and IoT - with applications to Defense, Finance, e-Government and Smart Cities. We aim to build
innovative and breakthrough technologies that will solve problems to have a massive impact on
human lives, to build a safe and efficient digital society.
This lab was founded specifically to address the growing demand in the field of cyber security
to secure our national critical assets, defense, finance sector and e-Governance. We have experts
who specialize in computer science, mathematics, embedded systems, and software technology
with prior experience in designing innovative solutions to address deep impact problems in cyber
security, large scale enterprise systems and high performance computational systems.
It was bright sunny morning in the summer of 2015 that Menny and Sanjay while having coffee
on the Tel-Aviv beach discussed the need for creating a world-class global technology innovation
center that could transform the cyber security landscape by bringing together the best minds in
India and Israel. The idea was to create a global cluster of “coupled” labs that will collaborate to
build next generation cutting edge technologies in computing and communications. Menny set-up
FortyTwo42 Israel in Tel-Aviv and Sanjay along with Raju, Arun, Shrirang, Ranga, Milind and
Swami set-up FortyTwo42 Labs India in Pune and Vizag.
FT42 labs has signed strategic innovation partnerships with some of the leading R&D agencies of
Indian Defense for developing Cyber Security technologies and with YES BANK for developing
next generation FINTECH products. We have developed an electronic signature and digital control
technology (I-AM) for securing online business transactions and also been working on L5NET45
– a layer 5 peer-to-peer distributed secure networking technology.
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Forward
Communication Technology has great potential to provide means for effective Governance all over
the world. Due to non-availability of end-to-end / integrated connectivity, this potential remains
untapped till date in many regions. Digital India is the initiative by Govt. of India towards achieving
e-Governance among other things duly collaborating with the State Govt. and citizens.
This paper showcases thought leadership of Hon’ble Chief Minister of Andhra Pradesh and Strategy
adopted in making Andhra Pradesh a truly connected state by e-Highway mesh to deliver Good
Governance Goals and making the State as Silicon Corridor of India.

e-Governance and Digital Connectivity – Two sides of the same coin
Evolution of e-Governance
Though there are multiple definitions provided for e-Governance or e-Government during different
periods of history, one thing which is evident and common is that , it is implicit that e-Governance
can bring about a change in the way governments relate to its citizens/residents and vice-versa.
Its objective is to engage, enable and empower the citizen and support Government in planning
and executing, policies and programmes more efficiently, effectively and reduce the gap in citizen
expectations of service delivery by Government.
The United Nations identifies five stages of e-Government evolution:
Emerging: A government’s online presence mainly comprises a web page and/or an official website;
links to ministries or various departments that may or may not exist. Much of the information is
static and there is little interaction with citizens.
Enhanced: Governments provide information on public policy and governance. They have created
links to archived information that is easily accessible to citizens, as for instance, documents, forms,
reports, laws and regulations, and newsletters.
Interactive: Governments deliver online services such as downloadable forms for tax payments
and applications for license renewals. In addition, the beginnings of an interactive portal or website
with services to enhance the convenience of citizens are evident.
Transactional: Governments begin to transform themselves by introducing two-way interactions
between the citizen and the government. This includes options for paying taxes, and applying for
ID cards, birth certificates, passports and license renewals, as well as other similar G to C (G2C)
interactions, and also allows citizens to access these services online 24/7. All transactions are
conducted online.
Connected: Governments transform themselves into a connected entity that responds to the needs
of its citizens by developing an integrated back-office infrastructure. This is the most sophisticated
level of online e-government initiatives and is characterized by:


Horizontal connections (between government agencies)



Vertical connections (between central and local government agencies)



Infrastructure connections (interoperability issues)



Connection between governments and citizens
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Connections between stakeholders (government, private sector, academic institutions,
NGOs and civil society)



In this stage of its evolution, e-participation and citizen engagement are supported and encouraged
by governments in the decision-making process.

E-Governance in India
The National e-Governance Plan (‘NeGP’) was launched in 2006 with the objective of having a
comprehensive e-Governance strategy and program for India.
At the core of the NeGP are a series of Mission Mode Projects (‘MMPs’) to create a citizen-centric
and business-centric environment. Mission Mode Projects broadly come under three categories:


Central MMPs, which are aligned with a national ministry or agency



State MMPs, which are programs to be implemented at the state level



Integrated MMPs, which aim to create a common infrastructure for e-Governance at all
levels of the government

Today there is an advent of Cloud, Big data, Mobile Computing, Social Media, Analytics, Business
Intelligence and Cyber Security( to name a few) revolution, which has forced the nations to relook
at their initiatives , readiness and plans for next wave of e-Governance.
The Digital India Program intends to use the advent of newer technologies as a catalyst to
e-Governance initiatives, as well as to build upon a sustainable e-Governance environment in the
nation.

The Digital India Program
The Government of India approved the ‘Digital India’ programme with the vision to transform
India into a digitally empowered society and knowledge economy. Following diagram depicts the
three key vision areas for the Programme.
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The key is to use Information and Communication Technology (ICT) as the catalyst and change
agent in Citizen – Government relationship. It is an Umbrella Program covering many departments.
The key nine pillars of the initiative are

E-Governance and Digital connectivity Indicators
There are various indicators to measure and understand the status of countries, states in terms of
E-Governance readiness and Implementation status. These typically involve measurement of spread,
penetration of telecom and internet services. These include the telephone density, internet penetration,
connectivity index, digital adoption, etc.
The Digital Adoption Index (DAI) was constructed as part of the World Development Report 2016 and
which aims to measure the global spread of digital technologies. The DAI is also having sub-components
of Business DAI, people DAI and Government DAI. For India, the overall DAI has been measured at 0.50,
Business DAI at 0.25, people DAI at 0.49 and Government DAI at 0.77.
As per the Global Connectivity Index report of 2016 of M/S Huawei, which measures how fifty nations are
progressing with Digital Transformation using ICT, India with a GCI score of 30 ranks number 44 in the
report, and is seen as starter in the world of ICT deployment (US, Singapore and Sweden are at the top). India
may not have ranked well, but the situation is expected to change rapidly in 2017, with implementation of the
Digital India program and other Government initiatives.
As per various standard benchmarks of e-governance India is considered to be around half-way through in
the E-governance, Digital journey.

Transformation of Andhra Pradesh to Digital AP by Providing Digital Connectivity to
all stakeholders through AP FibreGrid
The “Digital India” program aims to transform India into a digitally empowered society and knowledge
economy, which sets the long term direction. Similarly, States have their respective e-governance
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initiatives. Collectively, there is no dearth of programmes and projects to implement this vision. The
question that emerges is with so many things happening, what should bind them together in a holistic
approach, such that there is convergence and coherence.
In this regard Government of AP has adopted an ambitious and holistic approach that addresses
both these aspects of convergence and coherence through its initiatives of E-Pragati and AP Fibre
Grid.

e-Pragati Overview
e-Pragati, the Andhra Pradesh State Enterprise Architecture, is a Whole-of-Government framework
and adopts a mission-centric approach to implementation. e-Pragati seeks to help realize the vision of
Sunrise AP 2022 by enabling design and delivery of services in a coordinated, integrated, efficient, and
equitable way that citizens and businesses need.
e-Pragati is a Program, with a long term vision for creating a sustainable eco-system of e-Governance,
attempted on scale like this by very few Governments in the world like Korea, Estonia and Singapore.
e-Pragati is a tool to provide integrated services to citizens through a free flow of information, and to
usher in an era of good governance, characterized by efficiency, effectiveness, transparency, and
foresight.
The program execution involves developing and deploying 72 projects in total, bundled in 14
packages and is currently in progress.

AP FIBER GRID: THE BACKBONE FOR DIGITAL AP.
Fiber Grid is one of the 5 Grids identified by the Government of Andhra Pradesh to accelerate socioeconomic growth of the State. Fiber Grid is primarily aimed at harnessing the power of information
resources and the enabling provision of qualitative and cost-effective IT, Communication (data,
voice & video) related services to the citizens of A.P.
The Big Challenge before the policy makers - How to penetrate broadband into rural India? Unless
this is addressed, ambitious projects like Digital India, e-Governance etc. to benefit common man
may remain distant dream. In view of huge costs/timelines involved in BharatNet program of the
Govt. of India, AP Govt. pioneered aerial route of Optical Fiber on its own to realize the d r e a m
of Digital AP. Thus born the AP Fiber Grid out of the Vision of Sri N. Chadrababu Naidu, Hon’ble
Chief Minister.
AP Fiber Grid has setup a high speed Aerial Optical Fiber Cable (23,000 Kms) network infrastructure
across the 13 Districts in the State, leveraging the electrical utility assets to provide a minimum of
15 Mbps broadband connection to households and a 100 Mbps to offices on demand at highly
affordable price (Basic package at Rs. 149 for triple play services). This enables provision of a
host of other services such as IPTV, Telephone, Videos on Demand, Content & Cloud Services etc.
Last Mile Services will be delivered through local players – LCO/MSOs through 2445 Point Of
Presence, Controlled at Network Operations Center.
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AP Fiber Grid achievements statistics
o No. of electrical poles used 3.75
Lacs
o Reach within 5 kms radius
 1.3 Cr. households
 50,000+ Schools
 5000+ Public Health Centers

 Clamps

: 4,68,920

 Splicings

: 11,725

 Fiber Cable in Kms

: 23,000

 POPs

:

2,445

 Total No of Man Days : 1,87,568

 10,000+ Telecom Towers
 10,000+ Govt. Offices
 Network Capacity 1.3 TB
The Network Technology
The Fiber Grid uses ring topology and the last mile connectivity is be made available through a
network of Local Cable Operators that have the capability to provide bandwidth.
The total length of aerial fiber to be laid across the State is estimated to be around 22,500 KM. This
would comprise State Ring, District Rings, Zonal Rings and Mandal Rings.
The network route diagrams for the entire state and also individually for each of the 13 districts
showing various layers of rings and the identified locations of PoPs
The Network Technology – The State and District Rings
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AP Fiber Grid Schematic

AP Fiber Grid Design and Deployment
GIS Mapping of 3.75 Lakh electrical poles & around 2500 substations done in one week time at
zero-cost. Considering the density of habitations/population, around 60% ring topology achieved
through State level, District level, Zonal level and Mandal level ring works, Deployment commenced
in November, 2015 at an estimated cost of Rs. 333 Crs and completed in a period of 9 months.

AP Fiber Grid targeted initiatives


Smart Electrical Metering



AP Data Center / Cloud



AP Surveillance Cloud



Digital School & e-Learning



Digital Clinic /e-Health Care



AP Communication Towers



Driving customized content in Agriculture sectors by separate SPVs

AP Fiber Grid as Enabler Layer for existing Ecosystem
Fiber Net Grid is enabler layer that leverage technology for Digitization of Qualitative and
Quantitative delivery of independent and converged e-services to Creator, Enabler and Consumer.
The major stakeholders to this are;

76

Stakeholders
Union Central
Government

Govt. of Andhra
Pradesh

Services
•

Digital India

•

Make in India

•

Good Services Tax

•

Adhaar

•

e-Filing

•

AP-Purse

•

Smart City

•

Disaster Management

•

e-Health,

•

Agriculture Management

•

Digitization of FPS

•

RTGC

•

Virtual Classrooms

Citizens

Citizens get incentivized with Government programs,
•

A robust and faster delivery of
information.

•

AP Fiber Grid delivers 15 to
100mbps connectivity to each
house and Establishments.

•

The consumers get experience
of converged technology of 3
screens (PC, Mobile & TV).

Integration of the Stakeholders and End-users / Customers
Technology enablement of State Government to execute programs for Public, Industry and Natural
Resources
Collaborative approach between Centre and State for success of programs run by Government for
public.

Significance of AP Fiber Grid


The largest greenfield optical fiber network infrastructure being taken up by any State
Govt. agency till now



Launch of Interactive IPTV services on a big scale



The first TELCO in State Government sector



Has enrolled 13,000 MSOs/LCOs as business partners



Deployed a high speed communication backbone easily accessible to common man which
can deepen the penetration of broadband in rural areas.



This infrastructure can be leveraged to drive a host of innovative digital services /
applications to target groups



Recommended by Govt. of India as model to be followed by other states for laying Fiber
connectivity infrastructure.
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AP Fiber Grid innovative initiative - CPE boxes as Smart Meters
The Customer Premises Equipment (CPE) under this network, which includes a combined set-top
box which can deliver all the three services i.e. Triple play – IP TV, high-speed broadband and
Telecom.


CPE can integrate substations / offices of DISCOMs and TRANSCO.



CPE Boxes can enable fiber connectivity to electrical meters in households in an
exclusive, managed network; can turn them into smart meters

AP Fiber Grid has setup Points of Presence (PoPs) at 2,445 identified sub-stations. A state-wide
control and command centre for this entire network has been set up at Visakhapatnam as a Network
Operations Center (NOC). The scope of this system can be summarized as “Infrastructure as a
Service, Platform as a Service and Software as a Service”.
The services from AP Fiber Grid will be delivered to the end-users i.e. households, offices /
enterprises in partnership with the Multi System Operators (MSOs) and Local Cable Operators
(LCOs). Further, the AP Fiber Grid infrastructure will also be utilized by the Internet Service
Providers (ISPs) and Telecom Companies (Telcos) who can utilize the information highway /
bandwidth under AP Fiber Grid to enhance their services and deepen their reach.
The partners who provide the last mile connectivity through AP Fiber Grid by hooking to the
PoPs / NOC can immensely benefit from this system as they can provide triple play services i.e.
IP TV, high-speed broadband and telecom services and other value added services under a single
umbrella, thus enhancing the scope for revenue generation. They will convert themselves as last
mile operators, the key link between the AP Fiber Grid and the end-user.
This endeavour will truly turn the State of AP as Digital AP in the direction of realising the dream
of Digital India. AP Fiber Grid thus aims to promote Digital inclusiveness by providing affordable,
high-speed broadband connectivity to households, deepening the reach of Internet in the rural areas.
It throws up immense possibilities for enhancing the quality of life of the people. The services from
AP Fiber Grid system can effectively be utilized in education, health, agriculture and allied sectors
and also open up new vistas in e-governance. It will also enable delivering citizen-centric services
in an efficient and transparent way.
Also, to address gaps in telecom service coverage across the state, AP has set up a Tower company,
AP Towers Limited (APTL), which will in partnership with the private sector setup telecom
towers across the state to enable complete coverage of the population, by making use of existing
government buildings, infrastructure.
To set up an institutional mechanism for AP Fiber Grid, Andhra Pradesh State FiberNet Limited
(APSFL) has been incorporated under the Indian Companies Act, 2013. This corporation is
responsible for undertaking the works of AP Fiber Grid, its operations & maintenance and business
activities duly partnering with various stakeholders.
APSFL has also obtained the required licenses to carry on its business activities – Internet Service
Provider (ISP-B), National Long Distance and Unified Service Access License from the Dept. of
Telecom, Govt. of India.
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APSFL’s core purpose is to lay the foundation for a Development and Welfare Centric Digital
Andhra Pradesh.

Objectives of AP Fiber Grid Project
APSFL has embarked on a challenging journey to achieve following important objectives
OUTCOME
FOCUSED
OBJECTIVES

USAGE FOCUSED
OBJECTIVES

•

Improve the
happiness index
of citizens,
businesses and
partners

•

Increase Business
Usage of Digital
Technologies &
Infrastructure

•

Create an
ecosystem
to spot and
create various
new digital
opportunities

•

Establish strong
entrepreneur
ecosystem

•

Create Significant
Economic Impact
in AP

•

Increase
Government
Usage of Digital
Technologies &
Infrastructure

•

Provide
sophisticated
Digital
Infrastructure
to businesses &
entrepreneurs

•

Inculcate
innovation
required in the
digital world

•

Create Significant
Social Impact in
AP

•

Increase
Individual
Usage of Digital
Technologies &
Infrastructure

•

Offer Digital
Services to
citizens &
businesses at an
affordable Price

•

Provide Digital
Platform
for Skill
enhancement
of youth &
professionals

a)

READINESS
FOCUSED
OBJECTIVES

INNOVATION
FOCUSED
OBJECTIVES

APSFL Envisioned Services

APSFL envisions following indicative services to citizens, consumers and enterprises :


Broadband Services



Communication Services



Entertainment Services



Government Services



Digital Business Services



Digital Business Solutions
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b)

APSFL Partner Ecosystem

APSFL partner ecosystem is very broad in nature. It is a very key ingredient of APSFL in establishing
Welfare Centric and business focused Digital Andhra Pradesh. Partnerships will be leveraged for
the following purpose:
1.

Broaden citizen services

2.

Improve business services

3.

Improve quality of services by government agencies

4.

Create new revenue streams which would be used for Welfare of People in AP

5.

Establish world class digital infrastructure as a Service

In addition to the above mentioned initiatives, AP is also planning a state-wide surveillance system
– on the cloud. Thus, with its holistic approach and the initiatives of Fiber Grid, e-Pragati and APTL
etc. AP is fast moving ahead on its journey to become a complete Digital state.
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